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ABSTRACT

Human-chosen passwords are often short, selected non-uniformly,
and thus, susceptible to automated guessing attacks. To help users
to select more secure but memorable passwords, experts have rec-
ommended the use of passphrases of multiple words or phrases. In
this paper, we explore a strategy for passphrase selection, so-called
five-word passwords, where users are assigned five random words
for a passphrase. Such a password composition policy was recently
adopted at Georgetown University in December 2020. Through
a two-part online survey (n = 150 and n = 116), participants se-
lected a five-word password under different conditions. We find
that computer-generated five-word passwords are more diverse
and likely more secure than five-word passwords users select them-
selves. While all cases of five-word passwords are likely more se-
cure than a human-generated, traditional password, participants
expressed misconceptions regarding the security of five-word pass-
words (and passwords generally). Five-word passwords also appear
to negatively impact usability, only 39.7 % of participants success-
fully recalled their password after two weeks. While five-word pass-
words offer improvements for security, more outreach is needed to
explain their security benefits and reduce usability burdens.
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1 INTRODUCTION

Passwords are the most widely-used mechanism to protect online
user accounts [6, 7, 23], in spite of previous studies indicating that
most users choose short [22] and weak passwords that can easily
be guessed [5, 16, 36]. Many users also frequently reuse passwords
across different accounts [13] due to either the large number of
accounts they have to manage [16, 22, 53] or perceived inconve-
nience [46]. Consequently, if one of these accounts is compromised,
all other accounts protected by that password are vulnerable [28].

Several suggestions have been advanced to improve password
security, including password rotation [10, 65], password compo-
sition policies [26], password strength meters [56], and password
managers [27]. However, password composition policies have been
shown to lead to unusable passwords [26], and password rotation
policies have proven detrimental to security [10, 65]. If not appro-
priately designed [56], password meters have been shown to be
unusable, especially if they are very strict [58]. Password managers,
while promising, are still plagued by usability challenges [24, 39, 52]
that have inhibited their widespread adoption, and password man-
ager users still often select weak passwords [29, 40], only using the
password manager to store them [32].

To encourage users to select longer and, thus, more secure pass-
words, security experts have also recommend passphrases, whereby
users select multiple words or phrases as their password [18]. The
increased length allows for a greater number of possibilities overall
and, thus, makes these passwords quite difficult to guess in an auto-
mated way. Starting from December 2020, Georgetown University
adopted this policy, requiring all students, faculty and staff to select
passwords comprised of five words, so-called five-word passwords,
to improve security of the university accounts. In this paper, we
are interested in exploring the security and usability perception of
five-word passwords, asking the following 3 research questions:
RQ1: How usable are five-word passwords?

RQ2: How does the password generation mechanism affect the
security and usability of five-word passwords?

RQ3: What are user perceptions of the usability and security of
five-word passwords?

To answer these research questions, we conducted a two-part,
online survey administered on Prolific [43]. In part 1 (n = 150), par-
ticipants were asked to generate and recall a five-word password in
one of three different ways: (i) Five distinct words were randomly
selected from our dictionary and participants could change the five
words simultaneously by pressing a button; (ii) Five distinct words
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were randomly selected from our dictionary and participants had
five buttons allowing them to change any of the words; (iii) Partici-
pants chose each of the five words themselves, but each word had
to be unique and part of our dictionary. Thereafter, participants
were asked about their general password habits, as well as their
security and usability perception of five-word passwords, including
their likelihood of using these passwords.

Two weeks after part 1, participants were invited back to com-
plete a follow-up, part 2 survey (n = 116) that gave them five
attempts to recall their five-word password from part 1. If they did
recall their password, participants were asked about the techniques
they had used to recall their password. We then asked participants to
indicate any accounts they had either used their five-word password
or would be willing to use outside the study. Lastly, participants
were asked about their confidence in the security and memorability
of their five-word passwords, as well as any potential improvements
that can be made to five-word passwords, generally.

Overall, we find that five-word passwords selected by partici-
pants are very secure, with the dictionary size of 1,630 common
English words used in generating the five-word passwords leading
to a total of 11,435,921,971,539,120 (approx. 253) possible unique
five-word passwords. This makes these passwords quite difficult
to guess in automated ways, even with knowledge of the dictio-
nary. However, computer-generated five-word passwords are more
random, by definition, compared to five-word passwords selected
when participants were free to choose each of the words themselves
or the entire phrase. Even then, those five-word passwords are still
likely much more secure than user-generated passwords.

While five-word passwords appear to have limited negative im-
pact on short-term recall, they have poor long-term recall rates.
Only 39.7% of participants across treatments were able to suc-
cessfully recall their five-word password after two weeks. Most
participants that did recall their five-word password used tools,
such as password managers (PMs), to store their passwords. To im-
prove their usability, five-word passwords can potentially be used
alongside password managers, with users generating five-word
passwords and then storing them in the PM. This would further
address some of the usability challenges that still plague PMs, in-
cluding the persistence of weak passwords among PM users [40].
Further, users would be able to more easily type five-word pass-
words on devices where the PM is not installed, compared to the
random passwords generated by most PMs by default. 1Password
currently has such a passphrase-generation feature [11].

Additionally, participants expressed misconceptions about what
makes a password secure. Several participants indicate that five-
word passwords are not necessarily secure since they do not have
any upper-case letters or special characters. While these additional
character-classes can certainly enhance security, their inclusion as
part of human-generated passwords does not necessarily improve
security [59]. Five-word passwords, on the other hand, are still rel-
atively secure and hard to guess because they are drawn randomly
from a large dictionary of words. We argue that it is important
for these misconceptions to be addressed if users are to be guided
towards selecting stronger passwords, including potentially using
five-word passphrases as their password.
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2 BACKGROUND

Previous studies have shown that most users have a tendency to
choose short and weak passwords, frequently reuse them, and often
forget them [16]. Most users express concern over their password
security, yet simultaneously perceive the stringent requirements of
most security policies as too inflexible, which ultimately impacts
their productivity [26]. In response to this, passphrases have been
recommended to users [64] to help them select passwords that are
longer, and therefore harder to guess, but still memorable.

Five-word passwords are a special case of passphrases where
users select five unique words to form a password, with each of
the words separated by a dot e.g. this.could.bee.your.password. Five
words randomly drawn from a sufficiently large dictionary can be
easy to remember but extremely difficult to guess, especially in the
case of an online attack [18]. In this study, we explore the security
and usability impact of five-word passwords generated in three
distinct ways: (i) Treatment 1 - five distinct words are randomly
selected from our dictionary and users can change the five words
simultaneously by pressing a button; (ii) Treatment 2 — five distinct
words are randomly selected from our dictionary and participants
have five buttons allowing them to change any of the five words;
(iii) Treatment 3 — participants create each of the five words, but
each word must be unique, comprised of at least three characters
and part of our dictionary. Figures 1, 2 and 3 show how five-word
passwords were generated across these treatments.

Our dictionary comprised 1,630 distinct English words, with the
minimum length of every word restricted to three characters and
the maximum restricted to six characters. To create our dictionary,
we first identified the 3,000 most common words in English [15].
After removing either short or long words as well as vulgar words,
we ended up with a total of 1,630 unique words. We analyze the
security of selected five-word passwords by exploring the diversity
of selected words, uniqueness of words as well as length of words se-
lected as part of the passwords. We additionally report participants’
perception of both security and usability of five-word passwords, as
well as their password management habits and behavior, generally.

3 METHODOLOGY

In this section, we describe the two parts of the survey and the
treatments used for selecting passwords. Following, we detail the
recruitment process, ethics and limitations of our study.

3.1 Survey Part 1: Initial Survey

In the initial survey (n = 150), participants were asked to create,
confirm and recall a five-word password. They were further asked
about their password management habits, generally, which informs
if they would likely use a five-word password.

(1) Informed Consent: Participants were first informed about the
purpose of the study, expected duration and potential benefits
in participating. They had to consent to proceed.

(2) Overview: Participants were given an overview of the survey
procedure as well as an explanation of five-word passwords.
They were also informed about the follow-up survey.

(3) Context for Password Generation: Participants were asked to
imagine a scenario requiring them to generate a new password,
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Table 1: Treatment distribution in both parts of the survey.

Treatment 1| Treatment 2 | Treatment 3 | Total
No. % | No. % | No. %
Part1| 50 33.33| 50 33.33| 50 33.33 150
Part2| 38 32.76 | 38 32.76 | 40 34.48 116

specifically a five-word password. The wording varied depend-
ing on the treatment; more details are available in Section 3.3.

(4) Five-Word Password Creation: Based on the treatment, partici-
pants were asked to create and confirm a five-word password,
and then recall it. If the participant failed to recall their pass-
word in five attempts, they were asked to generate a new one.

(5) Password Habits: Participants were asked about their password
habits, including the approximate number of passwords they
use and the techniques used to create them (S1-S5).

(6) Mid-Survey Recall: Participants were asked to recall their five-
word password and if they could not after five attempts, they
regenerated a new five-word password in the same treatment.

(7) Reflection: Participants were asked the reason for selecting their
five-word password, circumstances they would use it and likeli-
hood of remembering this password (S6-S14).

(8) Demographics: Participants were asked about their demographic
information, including gender, age and technical background.
We asked these questions last to prevent them from interfering
with the rest of the study following Redmiles et al. [45].

(9) Post-Survey Recall: Participants were asked to recall their five-
word password for a third and final time.

3.2 Survey Part 2: Followup Survey

Participants that completed part 1 were invited back for the follow-
up part 2 (n = 116) after two weeks. They were asked to recall their
password as well as provide their general perception of security
and usability of five-word passwords.

(1) Informed Consent: Participants were first informed about the
purpose and duration of the survey as well as potential benefits
in participating. They had to consent once more to proceed.

(2) Five-Word Password Recall: Participants were asked to recall
the five-word password they created in the first survey and if
they could not after five attempts, their five-word password
was displayed to them before they proceeded with the survey.

(3) Five-Word Password Questions: Participants were asked about
the methods they used to recall their five-word password and
situations in which they would use or were already using this
password outside the study (Q1-Q6).

(4) General Five-Word Password Questions: Participants were asked
about their security perception of five-word passwords, and
how these passwords can be improved (Q7-Q11).

3.3 Treatments

In creating their five-word password, each participant was ran-
domly assigned to one of three treatments, treatment 1, treatment
2 or treatment 3 (see Table 1), each with a different mechanism for
generating a five-word password (see Figures 1, 2 and 3). We used
a dictionary of 1,630 distinct words in generating these passwords.
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Table 2: Participants’ demographics in both surveys.

Part 1 Part 2

Gender Female 74 61
Male 70 50
Non-binary 6 5
Age 18 - 24 38 31
25-34 66 51
35-44 22 16
45 - 54 19 15
55-64 4 3
Prefer not to say 1 0
Education  High School or equiv. 18 16
College or Trade 39 35
Associate’s degree 8 7
Bachelor’s degree 45 32
Master’s degree 33 22
Doctorate 6 4
Prefer not to say 1 0
Background Technical 46 30
Non-Technical 98 82
Prefer not to say 6 4

(1) Treatment 1 (Part 1: n = 50, Part 2: n = 38): Five distinct words
were randomly selected from our dictionary and connected by
four dots in-between to form a five-word password. Participants
could press a button to change all five words simultaneously
for a new password. Further, they were able to generate a new
five-word password until they were satisfied with their choice.
Treatment 2 (Part 1: n = 50, Part 2: n = 38): Five distinct words
were randomly selected from our dictionary and connected by
four dots in-between to form a five-word password, similar to
treatment 1. However, participants had five buttons to change
each word individually as many times as they preferred.
Treatment 3 (Part 1: n = 50, Part 2: n = 40): Unlike treatment 1
and 2 that generated passwords, participants in this treatment
created their own five-word password subject to the following
constraints: (i) Each of the five words had to comprise of at least
three characters and be in our dictionary. (ii) The password had
to comprise of five words with a dot between each of the words.
(iii) None of the five words could be repeated.

(2

~

—
w
~

3.4 Recruitment

We recruited participants through Prolific, an online survey distri-
bution platform. The first part had n = 150 participants, of which
all were invited back two weeks later for the second, followup sur-
vey, of which n = 116 completed. In both parts, more than half of
the participants were female, primarily younger and more well-
educated than the general United States population. Participants
were compensated $2.50 for part 1, completing it on average within
ten minutes, and $1.00 for part 2, completing it on average within
five minutes. All participants were required to reside in the United
States using Prolific’s qualifications settings. Table 2 contains the
full demographic information of participants in both parts.
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Generate Five-Word Password

mirror.food.status.player.moon

Generate Another Password Choose this Password

Figure 1: Treatment 1.

Generate Five-Word Password

suffer play

Change this Word Change this Word

Change this Word
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Please Enter Your Preferred Five-Word Password:

’this.could.bee your password

Create Password

Figure 2: Treatment 3.

need wall

Change this Word Change this Word

Figure 3: Treatment 2.

3.5 Qualitative Data Analysis

Questions S2, $4, S5, $6, 87, S8, S11, S12 from survey 1 and Q5, Q6,
08, Q10, Q11 from the second survey are open response questions
and as such, were analyzed qualitatively. To create a descriptive
theme for each question, one researcher created a primary code-
book that encodes responses from all the participants. A second
researcher then used this codebook to code 30% of the responses
before inter-coder reliability was calculated. If high agreement was
not reached (k > 0.7), the two researchers met to collaboratively
resolve discrepancies until agreement was reached. On average, it
took 1.5 rounds of coding for agreement across all the questions.

3.6 Limitations

There are a number of limitations with the study. As is typical
with online surveys, it is not possible to determine if participants
followed all the instructions provided, but we mitigated this by
reviewing open-responses for consistency and fullness of text. We
did not identify any responses that were inconsistent. The recall
rates in part 1 occur after a short time period, less than 10 minutes,
but this does model the selection, confirmation, and initial login
that would occur with a new password. To better understand recall
rates, we use the follow-up survey. Another limitation of this online
study is that we do not know why 38 of the 82 participants who used
external help were still unable to recall their five-word password in
the follow-up survey; we are aware, however, that most participants
who recalled their five-word password used external help.

There may also be usability challenges in selecting five-word
passwords as we restricted the set of dictionary words. Some par-
ticipants noted that there were passwords they could not select,
notably in the third treatment. A lack of familiarity with the words
may also have led some participants to have lower recall rates than
might occur in the wild. Additionally, due to the example password
we provided - this.could.bee.your.password — we observed a
preference bias for the use of the word “this”, however, such a bias
may exist in the wild as describing a five-word password selection
procedures would likely require some form of an example.

Lastly, our sample size was relatively small and more educated
and may therefore not generalize to the US population as a whole.
However, the contexts where five-word passwords are currently
required — namely, at Georgetown University — the demographics
of the survey may match this cohort well and could generalize.

3.7 Ethical Considerations

This study was approved by our Institutional Review Board (IRB)
with approval number NCR213631. Participants were fully informed
about the potential risks associated with participating at the be-
ginning of both surveys. Some participants also expressed interest
in using the five-word passwords they created to protect their ac-
counts. While we collected all five-word passwords generated by
participants, no personal identifiable information was collected to
minimize risks of any potential disclosures. All passwords were
analyzed separately from the Prolific IDs. Furthermore, we do not
present any of the five-word passwords selected as some partici-
pants indicated they are already using them outside this study.

4 RESULTS

In this section, we first describe participants’ general password
management habits. Following, we discuss features as well as the
security and usability of five-word passwords they selected. Overall,
we find that most five-word passwords selected across treatments
are diverse enough to make them quite hard to guess, but add sig-
nificant usability challenges. At the same time, several participants
appear to have misconceptions about password security. In the rest
of this section, we discuss these results and their implications.

4.1 General Password Habits

Strategies for Creating Passwords. In the initial survey (n = 150),
we asked participants to imagine they were joining a new company
and explain how they would create a password for a new account
(S4). A majority of participants 62% (n = 93) indicated they would
use some combination of letters, numbers and symbols. Of these, 36
said they would use all three while 20 reported they would use two
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types, either letters and numbers, numbers and symbols or letters
and symbols. A further 46 participants said they would use their
existing passwords or a slight variation of these passwords, with
P121 stating: ‘T would most likely keep the same password with a
slight change in the numbers or special characters.”

We further asked participants in part 1 (n = 150) to think about
the strategy they used when creating their strongest password
(S5). Most participants (83% n = 125) indicated they used words
and symbols when creating their strongest password. Of these, 44
participants used random words and symbols while 36 mentioned
personal information including nicknames, important dates or pet
names. For example, P198 said:

“A word that is special to me, with an important date
in the middle, and a symbol at the end. I feel it would
be almost impossible for someone else to guess.”

Number of Unique Passwords. Participants were further asked to
approximate the number of unique passwords they have (S1) in part
1 (n = 150). An overwhelming majority of participants (n = 116,
77.3%) indicated they have 10 or less unique passwords even though
prior work has shown that users have about 25 accounts that require
passwords [16]. Together with participants’ responses to S1, it may
be the case that these participants likely reuse some subset of their
passwords across different accounts.

Password Management. In the initial survey (n = 150), we also
asked participants to indicate the strategies they use to manage
their passwords across different online accounts (S2). Forty-two
(28%) participants said they use either the same password or a slight
modification of it across accounts, while 39 (26%) participants said
they use a password manager. Moreover, 14 (9.33%) participants
mentioned they have a set of passwords to use for specific types of
accounts. As an example, P162 stated:

“T have one password for all my streaming services; one
for all my banking/finance; one for personal email; one
for work email and work accounts.”

4.2 Features of Five-Word Passwords

In this section, we describe the frequency of words across the three
treatments followed by uniqueness and length of words used in the
five-word passwords selected by participants.

Frequency of Words. In analyzing the frequency of words in par-
ticipants’ five-word passwords, we only consider the final pass-
word selected by each participant. Figure 4 and 5 summarize the
frequency distribution of the most common words selected across
each treatment. In treatment 1 and 2 where the five-word passwords
were computer-generated, the most common words appeared very
few times. For treatment 1, the words escape, letter and pair were
the most common, with each word appearing three times in differ-
ent participants’ passwords, while a further 17 words appeared in
two passwords. For treatment 2, the word mood was the most com-
mon, appearing three times. There were a further eight words that
appeared two times in this treatment. This suggests that computer-
generated five-word passwords can be very random and therefore
relatively secure, even when users are allowed to regenerate them.

For treatment 3 where participants were instructed to choose
each word in their five-word password, the word this appeared
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Table 3: Length of words in each treatment.

Word Length Treatment 1 Treatment2 Treatment3 Total

Length 3 40 27 59 126
Length 4 86 65 101 252
Length 5 61 83 63 207
Length 6 63 75 27 165
Avg. Length 4.59 4.82 4.23  4.55

15 times. The high frequency of the word is likely caused by the
provided password example — this.could.bee.your.password —
during password selection. Nonetheless, there were seven different
words that appeared over 3 times, the highest of which were the
words love (9 times), could (6 times), the (6 times), and (5 times),
water (5 times), cat (4 times) and your (4 times). An additional 35
words appeared two or three times. The increased appearance of
certain words is likely due to participants’ familiarity with those
words, confirmed in our qualitative analysis. Despite the word
length and distinct word requirements, providing users with the
ability to generate their own five-word passwords may still result
in weak passwords. The usage of appropriate blocklists where com-
mon words are blocked, similarly recommended for Android unlock
patterns [37] and PINs [30, 31], could potentially help alleviate this
issue. This is a promising area for further research.

Order of Words. We also examined the order of words in partic-
ipants’ five-word passwords. Across all the treatments, the word
this appeared 14 times as the first word, followed by the which
appeared three times. Eleven other words appeared twice in the
first position. The word could was the most popular second word,
appearing six times, while love and blue appeared four and three
times respectively. An additional 14 words appeared twice in this
position. For the third word, 11 words appeared twice while for the
forth word, the words your and and appeared four and three times
respectively. Finally, for the fifth word, the word six appeared three
times with 10 other words appearing twice.

When analyzing the order of words across individual treatments,
we found no particular relationship between words and their posi-
tion in the five-word password. However, when participants were
asked to come up with their own five words in treatment 3, we
noted that words that usually begin a sentence (e.g. this and the) ap-
pear frequently in the first position while other words such as love,
could and your appeared between positions two and four. While
some of these words’ increased frequency is likely caused by the
example we provided (as previously mentioned), others are likely
caused by participants coming up with five words the same way
they talk or write in English. Exploring the impact that this has on
security and usability is left for future endeavors.

Uniqueness of Words. To understand how diverse the words in
participants’ five-word passwords are, we looked at how many
unique words were present in their passwords. Compared to treat-
ment 3, treatment 1 and 2 had more unique words in selected five-
word passwords, with each having 227 and 240 unique words re-
spectively. In contrast, treatment 3 had only 162 unique words. This
once again suggests that computer-generated five-word passwords
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Figure 4: Frequency of words that appeared at least twice in treatment 1 and treatment 2.
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Figure 5: Frequency of words that appeared at least twice in treatment 3.

can be more diverse, and subsequently more secure in comparison
to five-word passwords where users select each of the five words.

Length of Words. Table 3 shows the length of individual words
selected as part of five-word passwords across the three treatments.
With the 1,630 words from our dictionary having an average length
of 4.78, we found the average length of the 750 words chosen by
participants across the 3 treatments to be 4.55. Words in treatment 3
were relatively shorter (4.23) in comparison to treatment 1 (4.59) and
treatment 2 (4.82). When comparing the three treatments, we found
that participants in treatment 3 tended to select shorter words.

4.3 Security of Five-Word Passwords

In generating participants’ five-word passwords, we used a dictio-
nary comprising of 1,630 unique English words. Even with this
modest dictionary size, there exists 11,435,921,971,539,120 (approx.
253) possible combinations of unique five-word passwords. This

makes it very difficult to guess these passwords even with knowl-
edge of the dictionary used. However, participants tended to select
common English words when allowed to select each of the five
words themselves. Further, some words including “the” tended to
appear at the beginning of five-word passwords, similar to the
English sentence structure. While this implies that attackers can
leverage Natural Language Processing techniques to compromise
these passwords, the high number of possible combinations still
makes this very unlikely. Our study did not simulate such attacks
due to the relative sparsity of data; this can be investigated in future.

4.4 Usability and Perception

Five-word Password Creation. To quantitatively measure the ef-
fort needed to create a new five-word password, we recorded the
number of times participants regenerated their five-word passwords
in the case of treatment 1 and 2. This is summarized in Table 4. In
treatment 1, participants, on average, regenerated their password
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Table 4: Number of times participants (re)generated their
five-word password in treatment 1 and 3 or (re)generated
each individual word in the case of treatment 2.
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Recall No Recall

|
28 Treatment 1 — 18 20

Average Minimum Maximum

Treatment 1 10.84 1 87

Treatment 3 1.04 2
Treatment 2

Word 1 4.94 1 57

Word 2 5.18 1 78

Word 3 3.44 1 32

Word 4 4.08 1 41

Word 5 6.84 1 144

10.84 times, with only seven participants choosing the first five-
word password that was generated for them. One participant even
regenerated their five-word password 87 times. For treatment 2
on the other hand, we recorded the number of times participants
regenerated each of the five words. Participants, on average, re-
generated each word 5 times (or 25 times for the whole five-word
password). In terms of the maximum number of times a word was
regenerated, one participant regenerated their fifth word 144 times,
ultimately settling on the word girl. While treatment 2 gives users
more freedom to regenerate each of the five words individually, it
also seems to increase the number of times users regenerate the
words overall when choosing their five-word password.

To understand reasons why participants settled on their pre-
ferred five-word password in part 1 (n = 150), we qualitatively
asked them for their reason for choosing this password in S6, 87
and S8. Eighty percent (n = 40) of participants from treatment 1 and
64% (n = 32) from treatment 2 indicated settling on their selected
five-word password because it was easy to remember, matching in-
quiries from prior work [8, 37, 38] regarding strategies for password
selection. In particular, nine (22.5%) participants from treatment 1
and 12 (37.5%) from treatment 2 said the five-word password they
chose made sense to them in ways such as, forming a sentence or
having a rhythm. For example, P98 from treatment 1 stated:

“All the words were short, four of the five had an ’i’
and two of the five had "ai’ in the word. All of these
characteristics make the password easier to remember.
They also made a somewhat coherent sentence which
makes remembering it easier.”

When given the option to change each of the five words in treatment
2, P192 indicated changing each of the five words until they found
words all starting with the same letter:

“I spontaneously decided to have all of the words start

with the same letter, so I clicked through until the ap-

propriate word popped up.”
P100 from treatment 3 on the other hand, indicated creating their
five-word password by “stick(ing) to a theme so that I could remem-
ber the password”

While, on average, participants had to regenerate words in their
five-word passwords more in treatment 2 compared to treatment
1, treatment 2 offers the benefit of five-word passwords that make
sense to the user, and may thus be easier to remember.
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|
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Figure 6: Recall rates after 2 weeks.

Recall Rates. During the course of the initial survey, participants
had to recall their five-word password three times: at the beginning
of the survey right after generating their five-word password, just
before the reflection questions (S6, S7 & $8) and lastly at the end
of the survey. During the first recall, a majority of participants
were able to recall their five-word passwords; all participants in
treatment 2 and 98% of participants in treatment 1 and 3 successfully
recalled their passwords. There was a slight decrease in recall rate
for the second recall phase, with 44 participants (88%) in treatment
1, 48 participants (96%) in treatment 2 and 43 participants (86%) in
treatment 3 recalling their passwords. During the final recall at the
end of the survey, however, all participants in treatment 1 and 2,
and 98% (n = 49) in treatment 3 recalled their five-word password.

Two weeks after taking the initial survey, participants were
invited back to the follow-up survey and given five attempts to
recall their five-word password from the initial survey. Figure 6
summarizes these results. Out of the 116 participants that returned
for the follow-up survey, treatments 1 and 3 had roughly similar
recall rates; 47% (n = 18) of participants in treatment 1 and 48%
(n = 19) of participants in treatment 3 recalled their passwords.
Surprisingly, treatment 2 where participants could regenerate all
the words had the lowest recall rate, with only 24% (n = 9) of
participants able to recall their passwords.

For recall during the follow-up survey, we were also interested in
exploring the recall rates for participants that did not use any help
such as a physical note, a digital file or a password manager (Q1) to
recall their password. Out of the 116 participants that returned for
the follow-up survey, only 34 indicated they had not used any help.
We find that the recall rates for these participants were significantly
lower, with none of the 10 participants in treatment 1 recalling their
password (see Figure 6). In treatment 2, only 1 out of 13 participants
recalled their password; this was similar to treatment 3 where only
1 of 11 recalled their five-word password. In contrast, we found
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Figure 7: Likelihood of participants using their five-word
passwords outside of the study.

over half (54%) of all of the participants who used external help
recalled their five-word passwords two weeks later, particularly
in treatments 1 and 3 where over 60% of participants successfully
recalled their five-word password using external help.

We were also interested in exploring the relationship between the
number of times participants regenerated their passwords and recall
rates in the follow-up survey. However, we found no correlation.

Overall, we find that five-word passwords have great short-term
recall rates, but poor long-term recall rates. While this highlights a
potential usability problem, users may be able to recall these pass-
words if they use them more frequently (cited by nine participants
in open responses to question Q10). Further, since these passwords
are relatively secure, users can potentially be encouraged to em-
ploy tools such as password managers to recall them. This would
particularly be helpful as users of password managers have been
shown not to use the password manager’s password generator [32]
when creating their passwords, often resulting in weak passwords.
Additionally, these passwords would be much easier to type on
devices where the password manager is not installed in comparison
to the random passwords generated by PMs by default.

Usage of Five-word Passwords. In the initial survey (n = 150),
we asked participants about their likelihood of using their five-
word passwords outside the study on a Likert-scale (S14). Figure 7
summarizes these results. Almost half of the participants (n = 69,
46 %) indicated being very unlikely, or somewhat unlikely to use
five-word passwords outside the study. On the other hand, 38 % of
participants (n = 57) indicated they were somewhat likely or very
likely to use five-word passwords outside the study.

In the follow-up survey (n = 116), we asked participants to
indicate all online accounts where they were already using their
five-word password outside the study, or would be willing to do.
The results are summarized in Figure 8. While several participants
(n = 47) indicated they would not consider using five-word pass-
words on any accounts, a majority indicated they would be willing
to use these passwords for either email (n = 40), social media
(n = 38), retail websites (n = 35), banking (n = 19) or work ac-
counts (n = 18). Further, five (4%) participants indicated they were
already using their five-word passwords on accounts outside the
study. Out of these five participants, one indicated using it for their
email, three for their social media accounts while one participant
indicated using it for both their email and social media accounts.
Further, four out of these five participants used external help, for
example, a physical note, to remember, and were all able to recall
their passwords on their first attempt. One participant did not use
any help but was unable to recall their password, despite indicating
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Figure 8: Online accounts where participants used or would
use their five-word passwords. Note, participants could indi-
cate multiple accounts.

they were already using this password outside the study. Overall,
a majority of participants indicate willingness to use five-word
passwords, suggesting that users would likely be receptive of them
if they are deployed in the wild.

Security Perceptions. When asked about the security of five-word
passwords in the follow-up survey (n = 116) in Q8, 83 (71.6 %) par-
ticipants said they believe five-word passwords are secure while 33
(28.4 %) said they do not believe these passwords are secure. Among
the 83 who said five-word passwords are secure, 29 participants
indicated they are hard to crack or guess, with P174 stating:

“I think people usually make up passwords that don’t
have the periods or with five words. Hackers would have
a harder time coming up with your password.”

P194 similarly added that “computers are good at cracking pass-
words that are short, five word passwords would have so many
characters it would be more difficult to crack with brute force.”

A further 10 participants pointed to the length while six partici-
pants mentioned randomness as factors that make these passwords
secure, with P181 believing five-word passwords are secure:

“because of the length of the password. The amount of
words and the periods add a decent amount of complex-
ity to the password.”

Regarding randomness, P169 stated that “they could be the most
randomest[sic] words that only make sense for the user”

Among the 33 participants who do not believe five-word pass-
words are secure, 18 participants said it is easy to guess five-word
passwords by brute force, with P204 believing five-word passwords
are not secure because “password like this without special charac-
ters nor numbers is very easy to break with brutal force”. A further
12 participants indicated the need to add capital letters, numbers
or symbols to make five-word passwords secure, with P136 stating:

“i [sic] believe that five words are more difficult to guess
and hack into but i [sic] would feel more confident if
there were more layers to the complexity of the password,
such as numbers and capitalizations.”
Our qualitative results indicate a misconception among several

participants about what makes a password secure, similar to prior
work [33, 57]. As previously explained, approximately 253 different
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Figure 9: Security perception of five-word passwords versus
other passwords.

combinations of five words exist from a dictionary of just 1,630
words and therefore, a brute force attack is unlikely to compromise
users’ five-word passwords, especially for authentication systems
that implement throttling. Participants think using words with num-
bers, capital letters and special characters decrease the likelihood of
an attack on their passwords, despite research showing the limited
security benefits of this [59] in human-selected passwords. This is
likely caused by most websites requiring a combination of lower
and upper case letters, numbers as well as special characters during
password creation. It is important to address these misconceptions
to help users select strong and more secure passwords.

Security of Five-Word Passwords Compared to Other Passwords. In
the initial survey (n = 150), we also asked participants to compare
the security of their selected five-word password to passwords of
other accounts they have. This is summarized in Figure 9. A majority
of participants (n = 112, 74.67%) believe their five-word passwords
are about equally secure, somewhat more secure or much more
secure compared to passwords of other accounts they own. This
suggests that most participants would be confident in the security
of five-word passwords if they were to be rolled out.

Confidence in Memorability and Security of Five-word Passwords.
In the followup survey (n = 116), we additionally asked participants
about their confidence level in both memorability as well as secu-
rity of their five-word passwords. This is summarized in Figure 10.
Most participants indicated being slightly confident (n = 35, 30.1 %),
moderately confident (n = 22, 19 %), confident (n = 12, 10.3 %) or
very confident (n = 7, 6 %) about remembering their five-word pass-
word, despite the fact that a majority were unable to recall them. In
terms of security, an overwhelming majority believe their five-word
passwords are secure, with 91 % (n = 105) participants slightly con-
fident, moderately confident, confident or very confident that their
five-word passwords are secure. Only 11 participants (9 %) were not
confident that five-word passwords are secure. Overall, participants
appear to be confident in both the security and memorability of
five-word passwords, despite the poor long-term recall rates.

5 RELATED WORK

Originally intended for controlling access to time-shared mainframe
computers in the 1960s [7], passwords have evolved to become the
de-facto method of authentication on the web today [6, 7, 23]. This
is in spite of previous studies suggesting that many users often
select weak passwords that can easily be guessed [5, 16, 22]. For
instance, most users prefer short passwords [22] while many others
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Figure 10: Confidence level in the security and memorability
of five-word passwords.

select only lower case letters in their passwords [16] if allowed to
do so. Further, due to the numerous accounts that users often have
to manage, a majority of users frequently reuse their passwords
across different accounts [13, 16, 22, 53, 61]. This unfortunately
means that if one account is compromised, then all other accounts
using the same password become vulnerable [28].

To improve password security, several recommendations have
subsequently been made. One common technique is the usage of
password composition policies whereby users’ passwords must
comply with a set of rules including a set minimum length, usage
of special characters and numbers as well as upper and lower case
characters. While users are often annoyed by these requirements
and struggle to create passwords that comply with them [26], they
at the same time believe passwords that comply with these require-
ments offer better security [51]. In their institution-wide study
for instance, Mazurek et al. [34] found that users that expressed
annoyance with Carnegie Mellon’s password composition policy
selected weaker passwords. Nonetheless, other studies have shown
that users tend to find workarounds around these policies, with
most users specifically adding characters and symbols in predictable
places [59, 63] which limits the security benefit of these policies.

Other policies include password expiration policies whereby
users are required to change their passwords after a certain period
of time to mitigate potential password attacks. However, several
studies [10, 21, 65] have shown that these policies offer limited
security improvement and may in fact have adverse effects on
security as most users choose to slightly modify their passwords.
Further, users may actually select weak passwords if they’'re aware
they have to change them in future. Nonetheless, appropriately-
designed password policies remain promising [54], particularly if
users can get real-time feedback as they create their passwords [50].

To help users understand password creation policies as well as
visualize password strength, strength meters have been recently
used during password creation. However, prior research has shown
that password meters remain constrained by inaccuracies regarding
password strength [19, 58]. Ur et al. [58] specifically showed that
while strength meters can help users create longer passwords, these
passwords are not always necessarily secure. In a followup study,
Ur et al. [56] found that data-driven meters that provide detailed
feedback to users on their password strength are more effective
and can improve password security, similar to the Markov-model
based strength meters recommended by Castelluccia et al. [9].

Companies have recently started to monitor and inform their
users of potential password reuse for example by comparing cre-
dentials posted on the dark web against their users’ credentials.
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However, research has shown that existing notification systems
are not very effective in nudging users to update their reused pass-
words [20, 25]. Most users tend to ignore these notifications, or
only change the passwords of the website they received the noti-
fication from, but not other accounts where the password is also
reused [20, 25]. In addition, users who do change their leaked pass-
words tend to make minimal modifications to these passwords,
resulting in variations that are likely still vulnerable to attacks [25].

More recently, password managers (PMs) have been widely rec-
ommended to users to help them create and recall strong, random
and unique passwords across different accounts. However, several
studies have found that password managers are still plagued by
usability challenges that hinder their widespread adoption and
use [24, 39, 52]. Other studies have shown that even users of PMs
do not use them effectively, with many still generating weak pass-
words themselves and only using the password manager to store
the passwords [32, 39, 41, 52]. As users struggle to type passwords
generated by password managers on devices without the PM, five-
word passwords may particularly help fill this gap as they are not
only random and secure, but can also be more easily typed on new
devices. This is a promising area of future research.

Two-factor authentication (2FA) has also been recommended to
further protect users’ online accounts. Despite its evident security
benefits, adoption of 2FA remains relatively low, with recent re-
ports [44] as well as research studies [42] showing that less than
10 % of Gmail user accounts have enabled 2FA, despite Google
rolling out two-factor authentication several years ago. Similar to
password managers, however, usability appears to be the biggest
factor encouraging or hindering adoption of 2FA [12, 14]. Recent
work by Reynolds et al. [47] at two universities found errors to still
persist in 2FA systems, inhibiting their adoption. Additional work
is required to explore how users can be encouraged to adopt 2FA.

When physical keyboards are scaled down to virtual keyboards
on small screens, previous studies have found that the usability of
passwords further reduces [35], with users more likely to create
even weaker passwords on mobile devices [35] compared to pass-
words selected on physical keyboards. While Melicher et al. [35]
recommend making the passwords visible as users type them to
improve both security and usability of passwords created on mobile
devices, Schaub et al. [49] found that this unfortunately makes these
passwords susceptible to attacks such as shoulder surfing, similar
to Android unlock patterns [2, 4].

Beyond alphanumeric passwords, other authentication schemes
used on smartphones have been the subject of a lot of research.
Many user selected PINs [30, 31, 38, 62], Android unlock patterns [1,
17, 37, 55] and knock codes [48] are chosen non-uniformly, simi-
lar to alphanumeric passwords, making a meaningful fraction of
them susceptible to guessing attacks. Graphical passwords such
as Android unlock patterns are particularly vulnerable to shoulder
surfing [2, 4, 60] as well as attacks that use residue and smudges
on the screen to reconstruct the pattern [3]. While blocklists have
proved effective in making users select more diversely for both
PINs [30, 31] and patterns [37], they need to be appropriately sized;
this sometimes makes them less usable. Similar to password expira-
tion policies that require users to frequently update their passwords
for arbitrary reasons, however, upgrading PINs from 4 to 6 digits
has shown limited security benefits [38]. A similar phenomenon
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has also been observed for Android patterns where upgrading the
grid size from 3x3 to 4x4 only has limited security benefits [1].

6 DISCUSSION AND CONCLUSION

Through a two-part online survey, participants created and recalled
five-word passwords, and then provided their perception about the
security and usability of these passwords. Overall, we find that five-
word passwords seem relatively secure, but unfortunately seem to
have negative impact on long-term recall. Participants also seem
to have misconceptions about password security, similar to prior
research [33, 59]. These are further discussed below.

Security of Five-Word Passwords. Even with the modest dictio-
nary size of 1,630 words used in our study, most five-word pass-
words selected are diverse enough to make them hard to guess,
even with knowledge of the dictionary. Our dictionary size results
in 11,435,921,971,539,120 (approx. 253) possible combinations of
unique five-word passwords. This makes five-word passwords ideal
for online authentication as most website implement rate-limiting
to prevent brute-force attacks. While allowing users to select each
of the five words themselves seems to lead to more common words
in treatment 3, these passwords are still relatively secure. To reduce
the occurrences of common words, blocklists could be employed
to prevent users from selecting common words, as similarly rec-
ommended for PINs [30, 31] and Android unlock patterns [37].
Further, users could potentially be allowed to use a more diverse
set of words, even in other languages, to make attacks even more
impractical. These are all promising directions of future research.

Misconceptions about Password Security. Our qualitative responses
indicate that a meaningful fraction of participants have misconcep-
tions about password security. Several participants indicated that
five-word passwords are not secure because of their lack of multiple
character classes and symbols. While these can certainly improve
security, previous research has shown that most users put them in
predictable places [59], severely inhibiting their security benefits.
We argue that it is important to explain to users what makes a
password secure in order to improve their password behaviour. In
addition to this, users should also be informed about the risks of
password reuse and how random, computer-generated passphrases
that are unique for each account can mitigate such security risks.

Usability of Passphrases. While most participants were able to
recall their five-word passwords during the initial survey, long-
term recall was poor, with less than half of participants successfully
recalling their password after two weeks. While some participants
mentioned they would be able to recall their password if they used
it everyday, they also mentioned that it would be difficult to re-
call several unique five-word passwords for each online account
they have. Password managers can help address this gap by stor-
ing users’ generated five-word passwords. This would in fact help
address some of the shortcoming of password managers pointed
out in previous work [40] including the tendency of users to select
weak passwords, and only use the password manager to store them.
Additionally, five-word passwords would be much easier for users
to enter on devices where the password manager is not installed
compared to passwords generated by most password managers by
default. This is another promising area of future research.
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APPENDIX
A SURVEY PART 1

Overview

In the following section, you will be asked to generate a five-word password (which
will be explained on the next page) and then answer several questions related to this
password and your general password management habits. During the survey, you will
be asked to re-enter this password several times. If you enter the password incorrectly
too many times, you will be prompted to choose a new password.

Five-Word Password Explanation

A five-word password is a password that follows a specific format consisting of 5
separate words connected by the °” symbol. The following is an example of a potential
password:

this.could.bee.your.password

This password will be computer generated, but you will have the ability to regenerate
this password as many times as you would like until you reach a password that you
prefer. We will ask you to confirm this password is the one you want to use for the
study by re-entering it.

Instructions

Treatment 1: Imagine you are going to be assigned a five-word password by your school
or employer. Click the button to generate your password. We are going to ask you to
memorize this password and enter it at later points in the study. You are allowed to
regenerate this password as many times as you would like.

Treatment 2: Imagine you are going to be assigned a five-word password by your
school or employer. Click the button to generate your password. We are going to ask
you to memorize this password and enter it at later points in the study. You are allowed
to regenerate each of the five words as many times as you would like.

Treatment 3: Imagine you are asked to come up with a five-word password by your
school or employer. The individual words within the password must be between length
3 and 8 and will be checked against a dictionary of common words. Please enter your
five-word password below with each word separated by a “”, follow the example:
this.could.bee.your.password
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User Perceptions of Five-Word Passwords

Ask them to confirm this is the password they want to use and then prompt them to
re-enter the password to confirm. If it is incorrect after 3 attempts, as them to generate a
new password.

Screening Questions

S1 How many unique passwords do you have?

o I use the same password for every account 02-3 04-6 o07-10 o More
than 10

S2 Please describe how your password(s) are managed/used across different online
accounts [free text]

S3 Indicate if you use any of the following password management techniques
(Select all that apply)

O I try to remember my passwords without writing them down or storing
them digitally.

O I reset my password every time I log in rather than remembering my pass-
word.

O I keep physical notes of my passwords.

O I store my passwords as a digital file or files.

O I save my passwords in the browser (for example, passwords saved in
Chrome).

O I use a third-party password manager (for example, Lastpass or 1Password).
O I use a system provided password manager (for example, Apple’s Keychain).
O None of the above.

O Other: please specify [free text].

S4 Imagine you just joined a company or organization and are required by the IT
department to create an account, how would you create a password for this
account? [free text]

S5 Think of the strongest password you have. How did you create this password?
[free text]

Initial Password Recall

Ask participant to provide their five-word password; If they cannot recall in 5 attempts,
prompt them to choose a new password based on treatment.

Reflection Questions

S6 Treatment I: Briefly describe your reasons for stopping on this password.

S7 Treatment 2: Briefly describe your reasons for stopping on each word.

S8 Treatment 3: Briefly describe your reasons for choosing the words you decided
on.

Additional Questions

S9 Compared to other accounts where you use a password, please indicate how

secure you view the generated five-word password.
o Much less secure o Somewhat less secure o About equally secure
o Somewhat more secure o Much more secure
$10 What platforms would you be comfortable using this generated five-word
password? (Select all that apply)
0O Bank accounts 0 Email accounts O Work accounts O Retail websites accounts
O Social media accounts O None of the above O Other: please specify [free
text]
S11 Please describe any methods you used to memorize the generated five-word
password [free text]
S$12 Why do you think the technique(s) above was effective? [free text]
S$13 If you were asked to recall this generated five-word password in one week,
how likely would you be to remember it?
o Very likely o Somewhat likely o Neutral o Somewhat unlikely o Very
unlikely
S14 How likely would you be to use a five-word password outside of this study?
o Very likely o Somewhat likely o Neutral o Somewhat unlikely o Very
unlikely
Demographic Questions

D1 What is your gender?
o Woman o Man o Non-binary o Prefer not to disclose o Prefer to
self-describe [free text]

D2 How old are you?
018-24 ©025-34 035-44 045-54 055-64 o 65orolder o Prefer not
to say

D3 What is the highest degree or level of school you have completed?
o No schooling completed o Some high school o High school o Some
college o Trade, technical, or vocational training
o Associate’s Degree o Bachelor’s Degree o Master’s Degree o Professional
Degree o Doctorate o Prefer not to disclose o Other: Please specify [free
text]

D4 Which of the following best describes your educational background or job
field?
o I have an education in, or work in, the field of computer science, computer
engineering, or IT.
o I do not have an education in, nor do I work in, the field of computer science,
computer engineering, or IT.
o Prefer not to say
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Final Password Recall

Ask participant to provide their five-word password. If they cannot recall in 5 attempts,
prompt them to choose a new password based on treatment.

Survey Conclusion

Thank you for participating in our survey! Do you have any thoughts or suggestions
on the survey? [optional and free text]

You might be invited back for a second survey within 2 weeks upon the completion of
this survey.

B SURVEY PART 2

In the previous survey, you have generated a five-word password as well as answered
questions revolving around your general password habits and about the five-word
password you generated. In this survey, you will be typing out the exact same five-word
password and answer several questions about five-word passwords in general.
Password Recall
Ask participant to provide their five-word password. If they cannot recall in 5 attempts,
their five-word password is displayed on the screen before they are given a second chance
to type in the exact same five-word password.
Reflection Questions
Display participant’s five-word password for their reference and ask the following ques-
tions:
Q1 What method (if any) did you use to help you memorize the five-word password
you just entered?
o I remembered without writing it down or storing it digitally.
o I'wrote it down as a physical note.
o I stored my five-word password as a digital file.
o I saved my five-word password in the browser (for example in Chrome).
o I used a third-party password manager (for example Lastpass or 1Password).
oI used a system provided password manager (for example Apple’s Keychain).
o None of the above.
Q2 Have you used your five-word password on any platforms outside of this study?
oYes oNo Ifparticipant has used the five word password:

Q3 On what platforms have you used your five-word password (Select all that
apply)?
O Bank accounts O Email accounts O Work accounts O Retail websites ac-
counts O Social media accounts O Other [free text] If participant does not use
the five-word password:

Q4 On what platforms (if any) would you use your five word password (Select all
that apply)?
O Bank accounts O Email accounts O Work accounts O Retail websites accounts
O Social media accounts O Other [free text] If any platforms are selected above:
Q5 What is your motivation for using your five-word password for the accounts
you mentioned? [free text]
Q6 What do you want to change (if any) about your five-word password? [free
text]
Additional Questions
A five-word password is a password that follows a specific format consisting of 5
separate words connected by the ‘> symbol. The following is an example of a potential
password:
this.could.bee.your.password
Q7 How confident are you that five-word passwords are capable of keeping your
online accounts safe?
o Not confident o Slightly confident o Moderately confident o Confident
o Very confident
Q8 Please elaborate on your choice of how confident you are about five-word
passwords [free text]
Q9 Do you feel confident in remembering several different five-word passwords
for your online accounts?
o Not confident o Slightly confident o Moderately confident o Confident
o Very confident
Q10 Please elaborate on your choice of how confident you are [free text]
Q11 What do you want to change (if any) about five-word passwords? [free text]

C QUALITATIVE CODES

secure (131)

hard-guess (16), hard-crack (13), length (10), random (6), unique (6), no-personal (5), not-
confident (4), not-enough (4), dots (3), uncommon (2), word-choice (2), no-sense (1), infinit-
combo (1), special (1), not-remember (1), only-words (1), prefer-password-manager (1)
words-and-chars (125)

random (44), personal (30), pet-name (6), easy-to-remember (5), sentence (1), movie (1), favorite
(1), anime (1), object (1)

easy-to-remember (125)

words (9), sentence (7), short (7), humor (4), rythmic (4), theme (4), rhythm (3), story (3), strong
(2), word-ordering (2), first-letter (2), frequently-use (2), relatable (1), spelling (1), coherent (1),
common-words (1), first-combo (1), secure (1), relate-to-words (1), typo (1), one-syllable (1)
no-change (109)

combination (93)
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nums-letters-symbols (25), nums-words-symbols (11), words (9), nums-words (8), personal
(7), nums-letters (6), letters-symbols (3), words-symbols (2), letters (2), object-inspiration (1),
nums-symbols (1)

numbers (60)

personal (11)

add (57)

symbols (28), numbers (18), nums (17), capitals (14), caps (8), special-chars (6), characters (2),
acronym (1), punctuation (1), words (1), similar-words (1), favorite-movie-char (1)
repeat (53)

in-head (22), oral (13), visual (4)

words (40)

personal (13), work (11), favorite-words (4), company-name (4), random (3), usual-pass (1),
company-name-+-CEO-name (1), review (1), last-two (1)

same (37)

variation (18), change-regularly (1), change-monthly (1)

hard-to-remember (36)

not-secure (35)

easy-crack (10), only-words (9), add-symbols (5), easy-guess (5), add-nums (5), add-caps (2),
breach (1), hack (1), better-than-normal (1), short (1), personal (1), hard-crack (1)
memory (32)

usual-pass (31)

write-down (24)

photo (2), store (1)

no-method (24)

n/a (22)

bad-memory (21)

physical-storage (21)

password-manager (39)

variation (18)

usual-pass (14), change-quarterly (1), object-inspiration (1), change-monthly (1)
change (18)

length (7), words (5), entire-pass (2), first-word (1), into-sentence (1), style (1), word-odd (1),
structure (1)

unique (17)

browser-storage (16)

surroundings (15)

change-words (14)

memorable (3), sentence (2), complex (2), personal (2), no-personal (1), monosyllable (1)
sentence (13)

passwordbank (12)

variation (2)

change-length (12)

reduce (7), increase (1)

must-use-everyday (9)

acronyms (9)

file-storage (9)

make-easy-to-remember (9)

good-memory (9)

object-inspiration (9)

work (6), personal (1), favorite (1)

secure-for-some (9)

long (8)

remember-few (8)

hard-to-guess (8)

favorite (7)

sayings (1)

remove (7)

periods (5), words (1), all-s (1)

within-dictionary (6)

short-words (1)

imagination (6)

meanings (6)

nums (6)

work (3), personal (2), personal-+-work (1)

use-only-one (6)

use-pass-manager (6)

things-on-mind (5)

passwordbank-2 (5)

categorized (1)

story (5)
change-dots (4)
needs-personal-meaning (4)
personal (4)

device (4)

mnemonic (3)
passwordbank-3 (4)
get-used-to (4)
random (4)
common (4)
formula (4)
make-familiar (3)
passwordbank-5 (3)
order-matters (3)
phrase (3)
use-method (3)
first-combo (3)
different-format (2)
context (2)
meaningful (2)
do-not-want-use (2)
better-than-other (2)
short (1)

accident (2)
next-word (2)

secure (1)

theme (2)
work-related (2)
not-five (2)
randomly (2)

story (1)

feelings (2)

unsure (2)
seems-right (1)
make-personal (1)
none (1)
larger-dictionary (1)
good-method (1)
starting-words (1)
hard-remember (1)
unused (1)
only-if-easy (1)
passwordbank-4 (1)
categorized (1)
passwordbank-6 (1)
forgot-last-word (1)
simple-words (1)
funny (1)
group-pairs (1)
familiar (1)
positive (1)
use-in-future (1)

nice (1)
secure-enough (1)
like-the-flow (1)
simple (1)
increase-dictionary-size (1)
easy-remember (1)
not-complicated (1)
important (1)
reorder (1)
personal-connection (1)
atypical-format (1)
no-more-secure (1)
current-pword (1)
like-the-combination (1)
unique-combo (1)
needs-theme (1)
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