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Abstract
Existing usable security and privacy research remains skewed
toward WEIRD (Western, Educated, Industrialized, Rich, and
Democratic) societies, whereas studies on non-WEIRD soci-
eties are scarce and mostly qualitative. The lack of large-scale
cross-country comparisons makes it difficult to understand
how people’s security needs, perceptions, and practices vary
across contexts and cultures. To fill this gap, we surveyed
participants (N=12,351) from 12 countries across four conti-
nents – with seven WEIRD and five non-WEIRD countries
– to examine participants’ perceptions (e.g., regarding im-
portance of different data types and risks posed by possible
attackers) and practices (e.g., adoption of protective mea-
sures and prior negative experiences). We found significant
differences between WEIRD versus non-WEIRD countries
across almost all variables, with varying effect sizes. For
instance, participants from non-WEIRD countries relied more
on friends and family for advice on digital security than their
WEIRD counterparts, but they also viewed friends and family
as more likely attackers. We provide our interpretations of the
cross-country differences, discuss how our findings inform
security interventions and education, and summarize lessons
learned from conducting cross-country research.

1 Introduction

Despite recent advances in security and privacy research,
users still bear the responsibility to protect their own digital
security [95,96]. Experts often advise users to adopt best prac-
tices, such as choosing secure passwords and using two-factor
authentication [92]. The adoption of recommended practices
is low due to issues in the provided advice [91] and existing
tools [2, 93] as well as users’ limited time, resources, and
competing priorities [44, 130]. Other work has investigated
users’ perceptions of various topics and tools such as Wi-Fi
networks [60], HTTPS [63], and antivirus software [110,130],
finding misconceptions to be prevalent [43].
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While extensive research on users’ digital security percep-
tions and behaviors exists, the insights are primarily drawn
from participants in WEIRD (Western, Educated, Industrial-
ized, Rich, and Democratic) countries [36, 56]. While studies
exploring non-WEIRD populations have been increasing, they
are mostly qualitative and confined to a single country. There
is little research directly comparing people’s digital security
perceptions and practices between WEIRD and non-WEIRD
countries. Such comparisons are needed to improve the se-
curity community’s knowledge about threats and attacks that
impact users, and to inform more inclusive technologies.

To fill this gap, we conducted a large-scale cross-country
survey (N=12,351) drawing a national representative sample
from each of the following 12 countries across four conti-
nents, including seven WEIRD countries (Germany, Italy,
Israel, Poland, Sweden, the United Kingdom, and the United
States) and five non-WEIRD countries (China, India, Mexico,
Saudi Arabia, and South Africa). Our survey is one of the
largest-scale cross-country security user studies compared
to prior work [24, 35, 68, 103, 108]. The 12 countries, ac-
counting for about 42% of the world’s population, are highly
diverse in their locations, language, economic metrics, inter-
net penetration rates, and cultural norms. We investigated
participants’ perceptions (familiarity with terms, perceived
importance of various data types, and possible attackers) and
practices (adoption of security measures, information sources,
and prior experiences with cybercrime) concerning digital
security, centering around the following research questions:

RQ1: What are users’ digital security perceptions and prac-
tices within and across 12 countries?

RQ2: Are there significant differences between participants
from WEIRD versus non-WEIRD countries?

We found several broad trends for perceptions and behav-
iors. For instance, participants reported universally high fa-
miliarity with terms such as “malware” and “ad blocker,” and
almost all participants reported taking at least one of the pro-
tective measures we queried. We also observed significant dif-
ferences between WEIRD versus non-WEIRD countries for



almost all constructs with varying effect sizes. Non-WEIRD
participants attached more importance to the various data
types, used more information sources, and had higher percep-
tions of possible attackers compared to their WEIRD counter-
parts. WEIRD and non-WEIRD participants also preferred
different protective measures, although their adoption rates
were similar. Our findings challenge assumptions derived
from conventional WEIRD-skewed studies and call for efforts
to align threat assessment, provided tools, and resources be-
tween WEIRD and non-WEIRD societies. We conclude with
reflections on the WEIRD versus non-WEIRD differences
and practical recommendations for closing this gap.

2 Related Work

Country-specific studies. Prior work has provided the base-
line for many constructs we measured in our survey. For
example, the German Federal Office for Information Secu-
rity conducted Germany-wide representative surveys in 2020
and 2022, showing that 25% and 29% of respondents had
been affected by some sort of cybercrime [82, 128]. Studies
conducted in Poland have shown that the public’s acceptance
of online banking largely depends on the perceived security
of cyberspace [85], but there is no consensus on what con-
stitutes best practices [113]. Prior work in Sweden and the
UK has primarily focused on security awareness and educa-
tion [6, 8, 12], such as how cybersecurity education curricula
improve security awareness and practices [19,62,99] but face
challenges in implementation [18, 84].

Other work in the Middle East, Africa, Asia, and Latin
America has shown the unique threat models, needs, and
challenges of people living in these regions and how they are
not sufficiently addressed by broad solutions designed and
evaluated in the West. For instance, despite awareness of
security tools, most Saudis do not engage with these tools and
have not received any security awareness training [5]. Prior
work in Mexico has highlighted the shortage of cybersecurity
budgets and capacity building [61]. Research in South Africa
has shown users’ misconceptions about app permissions and
encryption [114] and general knowledge gaps regarding pri-
vacy [94]. Research in Kenya has shed light on how users’
privacy concerns with mobile loan apps are outweighed by
their need to procure loans [77] while users of cybercafes
significantly rely on cafe managers for security and privacy
advice even though the advice might put them at risk [78].

Moreover, research in Asia and the Middle East has high-
lighted how socio-cultural norms and power relations shape
people’s security perceptions and practices. Studies involving
the Arab Gulf populations have shown collectivist cultural
norms’ impact on users’ online self-representation [1, 66].
Similar patterns emerge from studies in South Asian countries
such as Bangladesh, India, and Pakistan, where device shar-
ing is common among families (especially between women
and their husbands, parents, and children) [79, 97, 100, 101].

Users’ perceptions are also shaped by local infrastructure and
processes of urbanization and digitization [4, 108]. Studies in
China reveal users’ challenges with ubiquitous mobile pay-
ment systems, such as limited awareness of surveillance [109].

Despite their limited generalizability, these country-
specific studies contribute important insights into how socio-
cultural factors, context, and technology use cases shape peo-
ple’s perceptions and practices. Our work builds on these
studies by directly comparing security and privacy percep-
tions and practices in WEIRD versus non-WEIRD countries.

Cross-country studies. To a lesser degree, researchers have
conducted studies spanning multiple countries, showing vari-
ances across countries for different constructs [20, 24, 36, 43,
67, 103, 104, 121]. For instance, Herbert et al. [43] iden-
tified one’s country of residence as a strong predictor of
misconceptions around digital security topics, with signif-
icant differences found between Western and non-Western
countries. Using the Security Behavior Intentions Scale (Se-
BIS) [25], Sawaya et al. found that participants from Asian
countries, and especially Japan, exhibited less secure behav-
ior [103]. Harbach et al. ’s study across eight countries found
that participants from non-US countries (except for Italy)
were more likely to use a secure lock screen [35]. Sharma
et al. highlighted a clear division between the Global North
and Global South countries in user perceptions of COVID
contact tracing apps, with Global North users being more re-
luctant to share personal information and location data [108].

Other studies have identified similar patterns across coun-
tries, such as uncertainty about digital security topics [43], a
common process in account security incident response [88],
and the crucial role of self-confidence in influencing security
behavior more than actual knowledge [103]. Researchers have
also explored the underlying factors behind cross-country dif-
ferences [17, 120], including culture, knowledge, unintended
technology use, context, usability, and cost considerations.

Our work builds on prior cross-country studies by (1) cov-
ering a diverse set of WEIRD and non-WEIRD countries for
comparisons; (2) having a larger sample size with a national
representative sample for each country; and (3) examining a
broader range of constructs. We investigated perceptions and
practices to cover both attitudinal and behavioral aspects of
one’s security posture. Additionally, most of our constructs
have not been measured in previous cross-country studies.

3 Method

Through a large-scale online survey (N=12,351), we inves-
tigate digital security perceptions and practices of partici-
pants from 12 countries (seven WEIRD and five non-WEIRD)
around the world, with at least 1,000 participants recruited
from each country. While we drew from the same dataset
by Herbert et al. [43], our study is novel in several ways:



(1) we analyzed a completely different set of variables – this
analysis is based on survey questions Q6–Q8 and Q20–Q22,
while the prior study focused on Q9–Q16; (2) we report par-
ticipants’ perceptions and practices, which were not covered
in the previous publication; and (3) we focused on WEIRD
versus non-WEIRD comparisons, which, to our knowledge,
has not been done in prior work on security-related topics.

3.1 Survey Design
Topic selection and item generation. We consulted seven
researchers when drafting our initial survey. Through several
workshops, the researchers identified various digital security
threats and advice provided to the general public, both in
everyday life and through research. We then complemented
the expert insights with prior work [27, 92, 107, 128] to gen-
erate our survey questions. Our final survey covered topics
related to both the users’ demographics and technology use
as well as constructs related to digital security perceptions
and practices. We provide our full questionnaire on OSF:
https://osf.io/4dkwe. Below, we describe the parts re-
lated to our research questions.

Introduction and tech use background. First, we detailed
the purpose of our study alongside how data would be handled
and used; participants needed to consent before proceeding.
We started by asking participants about their internet and de-
vice usage (Q1 and Q2). As increased reliance on technology
could increase the risk of cybersecurity attacks, we viewed
participants’ tech use background as an indicator of the attack
surface to which they are exposed.

Perceptions. We measured participants’ perceptions via
three constructs. Questions about familiarity with terms (Q6)
were partly based on Kang et al. [55]. We expanded the scope
by including terms related to security and privacy enhancing
technologies (e.g., “2FA” and “incognito mode”) and specific
threats often used in educational campaigns (e.g., “malware”
and “phishing”). Questions about participants’ perceived
importance of various data types (Q21) and possible attackers
that could pose a threat to their digital security (Q22) were
generated and pilot-tested via workshop sessions, and we used
Rohrmann’s verbal rating scales to measure the items [98].

Practices. We measured participants’ S&P practices via
three constructs. For prior experience with cybercrime (Q7),
we drew from the BSI survey [128] for seven items and added
“data abuse” and “romance/love scams” based on insights
from the researcher workshops. Similarly, items for informa-
tion sources related to digital security (Q8) were based on
Redmiles et al. [90] and insights from the researcher work-
shops. Possible protective measures for staying safe online
(Q20) were based on Reeder et al. [92].

Demographics. Lastly, we collected participants’ demo-
graphic information related to gender (Q23), education (Q24),
tech background (Q25), and migration background (Q26),
as prior work has shown sociodemographic differences in
people’s security postures [71, 89, 124, 130]. Since our par-
ticipants hailed from diverse educational systems, we used
ISCED, an internationally-established method for measuring
education [118]. Other demographic information, including
age and region, was collected by our panel provider.

3.2 Survey Implementation
Country selection. We recruited participants from 12 coun-
tries. Seven countries are WEIRD: Germany (DEU), Is-
rael (ISR), Italy (ITA), Poland (POL), Sweden (SWE), the
United Kingdom (UK), and the United States (USA) while
five countries are non-WEIRD: China (CHN), India (IND),
Mexico (MEX), Saudi Arabia (SAU), and South Africa (ZAF).
For the WEIRD versus non-WEIRD classifications, we fol-
lowed the approaches in prior work [10, 39] as follows:
• Western: Countries in North America and Western Europe,

as well as Israel, Australia, and New Zealand were classified
as Western societies, following Gosling et al. [30].

• Educated: Human development regarding the general pop-
ulation of the country was rated as very high, high, medium,
or low according to the Human Development Report by the
United Nations [117].

• Industrialized: Countries were classified as having an ad-
vanced or emerging/developing economy based on data
from the World Economic Outlook [51].

• Rich: The classification of high, upper middle, lower mid-
dle, and low income was used to reflect the household
wealth based on the Global Wealth Report [32].

• Democratic: Countries were classified as having a full
democracy, a flawed democracy, a hybrid regime, or an au-
thoritarian regime according to the Democracy Index [26].
Countries were classified as WEIRD if they met all the

above five criteria, with a few exceptions.1 Table 1 documents
the WEIRD parameters by country and classification. In ad-
dition to the WEIRD versus non-WEIRD classifications, we
paid attention to a country’s population size, geographic lo-
cation, languages, and culture as other important dimensions
when sampling. (1) Altogether, the 12 countries account for
42% of the world’s population and are spread across four
continents. (2) Languages influence people’s adherence to se-
curity advice [37], and there are gaps when English-language
advice is translated to other languages [15]. Our sampling

1The Democracy Index is subject to temporal variations due to criti-
cal political changes. Following the practice in Beyebach et al. [10], we
categorized Israel, Italy, and the United States as WEIRD countries since
their average Democracy Index score in the last two decades is closer to
full democracy, even though they had flawed democracy according to the
Democracy Index in 2023 [26].

https://osf.io/4dkwe


Table 1: WEIRD vs non-WEIRD Classification of Countries.

Country Western Educated Industrialized Rich Democratic Classification

CHN Non-Western High Emerging Upper Middle Authoritarian Non-WEIRD
IND Non-Western Medium Emerging Lower Middle Flawed Non-WEIRD
MEX Non-Western High Emerging Upper Middle Hybrid Non-WEIRD
SAU Non-Western Very High Emerging Upper Middle Authoritarian Non-WEIRD
ZAF Non-Western High Emerging Lower Middle Flawed Non-WEIRD

DEU Western Very High Advanced High Full WEIRD
ISR Western Very High Advanced High Flawed WEIRD
ITA Western Very High Advanced High Flawed WEIRD
POL Western Very High Advanced Upper Middle Flawed WEIRD
SWE Western Very High Advanced High Full WEIRD
UK Western Very High Advanced High Full WEIRD
USA Western Very High Advanced High Flawed WEIRD

goes beyond the English-speaking world, and the 12 countries
represent at least 20 languages (when counting the official
languages). (3) Furthermore, culture plays a salient role in
people’s security attitudes and behaviors [29]. The 12 coun-
tries represent diverse cultures when measured by Hofstede’s
cultural dimensions, such as individualism and uncertainty
avoidance [46]. (4) Lastly, the 12 countries have received
varying degrees of attention in existing usable security and
privacy literature [36]: the existing literature is extremely
skewed toward US samples; Germany, UK, and India are also
fairly represented, whereas the remaining countries in our
sample have received little attention.

Pilot testing, panels, and translation. To estimate the
length and comprehensibility of the survey, we created a pre-
liminary version in German, then refined and improved the
survey based on feedback from our social circles and col-
leagues. To ensure the survey is accessible, we administered
a pilot on Prolific with 100 participants in Germany and used
the feedback to improve the clarity of survey questions.

To collect responses from people living in the 12 countries,
we commissioned Kantar, a reputable full-service provider
of online surveys. Kantar was responsible for the survey’s
implementation, translation, participant recruitment and com-
pensation, and data quality assurance. To enable large inter-
national studies such as ours to be carried out simultaneously,
Kantar uses its own research panel (LifePoints) in addition to
a vetted list of panel suppliers around the world. Kantar’s own
panel consists of non-professional individuals, who (1) made
a conscious decision to participate in online surveys through
a double opt-in process, (2) were recruited using multiple
sources (e.g., opt-in emails and social media campaigns), and
(3) take surveys in exchange for a reward (e.g., membership
points for a particular vendor). Kantar does not provide fur-
ther details on the recruitment process for other panels in their
network. While the available panels in each country often
differ, Kantar’s general procedures for vetting respondents
and ensuring data quality (e.g., cross-validating IP addresses,

browser languages, and geolocations; CAPTCHA checks; re-
moving speeders; removing those who have failed attention
checks) are consistent across countries.

For the translation, Kantar implemented the first version of
the survey in German according to our requirements. Then,
a professional interpreter translated the survey into English
and several team members carefully reviewed the translation
for accuracy and consistency. The survey was then translated
into the respective official languages in each country (Arabic,
Chinese, Hebrew, Italian, Polish, Spanish, and Swedish) by
professional translators commissioned by our panel provider.
When possible, we had bilingual team members check and
confirm that translations were accurate.

Data collection and participant compensation. Data was
collected from December 2021 to February 2022 across all
12 countries. From each country, we aimed to obtain a quota-
representative sample in terms of age, gender, education,
and region. In the US, we additionally aimed for ethnicity.
Our panel provider determined the quotas based on the most
recent available census data. Table 42 shows how well the
target quotas have been met for each country. The median
completion time was about 24 minutes across all countries
(min: 19.5 mins in China; max: 32.3 mins in South Africa).
While our panel provider did not disclose the exact participant
compensation rates, they broadly used the following rates:
AC2.51 in China, India, Italy, Mexico, Poland, South Africa,
UK, and US; AC2.61 in Germany; AC3.20 in Sweden; AC3.45 in
Saudi Arabia; and AC5.25 in Israel. Kantar further informed
us that these rates are in line with industry standards, and we
did not have influence on these rates.

3.3 Sample Description
Table 2 shows key demographic information of our partici-
pants and their device usage and smart home adoption. Eth-

2Tables 4 to 7 are available via the online appendix in our OSF repository:
https://osf.io/4dkwe.
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nicity was collected only for US participants by our panel
provider (White: 70.3%, African American: 11.5%, His-
panic/Latino: 9.6%, Asian: 6.0%, Other: 2.2%). Our study
had almost even proportions of male and female participants
in each country. A vast majority of participants in each coun-
try use smartphones in their daily lives (highest in China:
99.8%, lowest in UK and USA: 88.8%); laptops, stationary
personal computers, and tablets were the next most widely
used devices. Participants in China, India, and Saudi Arabia
also reported wide adoption of smart home devices.

3.4 Data Analysis

For common trends across the 12 countries, we report descrip-
tive statistics depending on the data type. For instance, for
familiarity with terms (Q6), we report the aggregated percent-
ages of participants who reported at least basic familiarity;
for possible attackers (Q22), we report the mean values of the
likelihood of someone posing a risk on a 5-point scale.

For WEIRD versus non-WEIRD comparisons, we con-
ducted tests to identify statistically significant differences.
The specific test depended on the data type, i.e., Chi-square
tests for categorical dependent variables, Wilcoxon-Mann
Whitney tests for ordinal and non-normal distributed interval
dependent variables. To this end, we used Wilcoxon-Mann
Whitney tests for familiarity with different terms (Section 4.1),
perceived importance of various data types (Section 4.2) and
possible attackers (Section 4.3); and Chi-square tests for previ-
ous experiences with cybercrimes (Section 4.4), information
sources for learning about digital security (Section 4.5), and
adoption of protective measures (Section 4.6).

To control the probability of observing false positives, we
performed Bonferroni correction for all WEIRD versus non-
WEIRD comparisons. For presentation brevity, we describe
the key findings and trends in Section 4, and include the
detailed results in Tables 5 and 6. For effect sizes, we report
phi for X2 tests and r for Wilcoxon-Mann Whitney tests [16].

3.5 Robustness Checks

We performed robustness checks on our data. Specifically,
we examined how many participants claimed to be affected
by cybercrime (Q7) or implemented security measures (Q20)
while simultaneously stating that they were not familiar with
the corresponding term (Q6). Table 7 shows that the rates for
such participants were low for most of the constructs but with
variances ranging from 1.5% to 12.5%.

3.6 Limitations

As is typical for self-reported online surveys, it is hard to
tell if participants followed our instructions and responded

accurately to all questions. Country-specific geopolitical dy-
namics, such as VPN usage being a legally gray area in China
and Saudi Arabia, might further influence participants’ re-
sponses in ways that a quantitative study cannot fully unveil.
Further, while bilingual members of our team reviewed the
translations done by our panel provider for consistency and ac-
curacy, some of the terms might have been lost in translation
across countries.

A small portion of our participants exhibited potentially in-
consistent patterns in their survey responses as shown in Sec-
tion 3.5. After careful deliberations, we decided against ex-
cluding these participants because we could not assert whether
this was real inconsistency or an artifact of the questionnaire
design: (1) We did not offer a prefer not want to answer option
for the familiarity question, so answers indicating no familiar-
ity might be skewed in this direction. (2) The exposure to Q6
might have influenced answers in Q20. (3) Some questions
between Q6 and Q20 explain certain constructs, which may
also foster the tendency toward selecting more measures than
actual usage. We believe these responses are still valid as they
passed other data quality checks (e.g., passing the attention
check, and providing sensible open-ended responses to Q5).

Despite our best efforts, our sample is not fully represen-
tative of the target quotas in some countries (see Table 4).
Our participants were skewed slightly towards being middle-
income and well-educated across all countries except South
Africa and Mexico. Still, we achieved representative quo-
tas across age and gender with a maximum discrepancy rate
of less than 2% across all countries, except for Saudi Ara-
bia, where discrepancies were around 5%. We could not
achieve education quotas for China, India, Italy, Mexico,
Saudi Arabia, and South Africa due to the high percentage
of low-education populations in these countries [118] who
are difficult to reach via online surveys. The skewed, more
educated non-WEIRD samples might also explain some of
our findings, as we discuss in Section 5.2. Additionally, our
panel provider had insufficient data about the regional quotas
in Israel and Saudi Arabia, and we complemented it with
publicly available data.

Lastly, our survey questions were mostly closed-ended.
While we observed differences across countries, we did not
have the opportunity to probe and ask participants to explain
their answers. Thus, we can only speculate potential reasons
for these differences. That being said, we believe that our
study lays the foundation for future work to empirically vali-
date explanations for the cross-country variances we found.

3.7 Positionality

We are aware that our backgrounds, values, and biases sub-
stantially influence how we conduct research [69], and re-
searchers are always at risk of reproducing knowledge that
reifies power [112]. Our team comprises highly educated
researchers with varying years of experience conducting em-

https://osf.io/4dkwe
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Table 2: Participant demographics. Data for age as delivered by our panel provider. Information about participants’ gender,
education level, device, and smart home use was collected in the questionnaire.

Country

NON-WEIRD WEIRD

CHN IND MEX SAU ZAF DEU ISR ITA POL SWE UK USA
(1008) (1011) (1045) (1018) (1048) (1019) (1011) (1019) (1054) (1049) (1018) (1051)

Gender % % % % % % % % % % % %
Female 46.6 46.0 49.2 41.5 50.2 49.5 49.7 52.0 50.3 50.4 51.1 51.6
Male 51.9 50.9 47.0 49.8 44.6 49.2 44.5 46.7 44.5 48.6 48.3 46.8
Other 1.5 3.1 3.8 8.7 5.2 1.3 5.8 1.3 5.2 1.0 0.6 1.6

Age % % % % % % % % % % % %
18–24 9.6 19.8 19.3 19.0 21.9 7.4 14.1 8.1 9.8 11.0 8.6 11.0
25–39 35.1 37.8 36.3 54.6 40.7 22.7 31.3 20.3 28.5 23.3 25.5 25.1
40–54 41.8 25.7 26.9 24.0 23.8 27.4 24.3 29.6 24.7 25.3 26.7 27.0
55+ 13.5 16.7 17.5 2.4 13.6 42.5 30.3 42.0 37.0 40.4 39.2 36.9

Education % % % % % % % % % % % %
Low (ISCED 0-2) 8.0 3.8 30.6 7.5 25.5 15.4 9.2 15.5 3.4 9.7 18.8 2.6
Medium (ISCED 3-4) 36.3 36.0 28.7 38.8 39.7 51.9 34.9 54.3 58.5 43.4 33.3 40.5
High (ISCED 5-8) 55.4 58.0 40.1 53.1 31.6 32.4 54.3 29.9 37.8 45.6 47.7 55.6
Other 0.3 2.2 0.6 0.6 3.2 0.3 1.6 0.3 0.3 1.3 0.2 1.3

Q1. Device Use % % % % % % % % % % % %
Smartphone 99.8 98.8 94.5 97.8 97.8 92.7 96.9 97.7 96.4 95.2 88.8 88.8
Tablet 51.6 37.5 43.0 45.6 34.6 45.4 30.0 52.0 38.3 49.2 50.6 43.5
Laptop 72.3 76.0 59.3 69.2 74.8 68.7 72.0 73.2 83.6 73.5 71.6 60.4
Stationary PC 63.1 41.9 41.9 42.7 30.7 49.0 61.3 54.7 45.2 44.7 37.1 42.2
Smart Speaker 36.7 36.1 22.7 17.7 8.1 17.8 7.1 25.9 6.2 12.5 26.8 24.5
Wearable 32.2 38.3 15.5 34.9 18.4 14.1 16.5 23.2 25.0 13.7 20.1 16.9

Q2. Smart Home % % % % % % % % % % % %
Energy & Climate 47.9 47.9 36.8 53.9 34.8 14.5 26.6 23.9 19.8 25.6 20.2 25.1
Security 44.9 49.9 35.6 50.8 41.2 10.6 26.5 28.4 20.2 27.4 21.7 32.2
Home & Garden 31.4 33.8 17.4 48.4 23.1 11.8 37.0 17.1 18.8 18.9 9.5 17.0

pirical, human-centered security research. Our team members
are from four different countries and have backgrounds in
multiple disciplines spanning anthropology, human-computer
interaction, psychology, and security engineering. However,
we acknowledge that our team does not have a representative
from every country covered. Despite our best efforts to mini-
mize loss through translation by using professional translation
services, we might have missed out on cultural or semantic
context relevant to interpreting some findings.

4 Results

We present descriptive statistics and WEIRD vs non-WEIRD
comparisons for key variables. Three are about perceptions:
familiarity with terms (Q6), perceived importance of various
data types (Q21), and possible attackers (Q22). Three are
about practices: experiences with cybercrime (Q7), informa-
tion sources (Q8), and adopted protective measures (Q20).

4.1 Familiarity with Terms

We elicited participants’ self-reported familiarity with various
terms related to digital security and privacy, as such famil-
iarity lays the groundwork for perceiving risks and taking
appropriate measures [21]. The percentages we report are
aggregated across participants who selected “I know what this
is but I don’t know how it works” (basic familiarity), “I know
how this works” (intermediate familiarity), and “I know very
well how this works” (advanced familiarity) for each country
and the WEIRD vs non-WEIRD groups. Figure 1 gives an
overview of our findings.

Universally high familiarity with ad blockers, data leak,
identity theft, and malware. Across all countries, most
participants reported familiarity with “ad blockers,”, “data
leak,” “identity theft,” and “malware.” The familiarity rate was
between 70% and 90% for most countries. For “ad blockers”
and “malware,” China represents the high end (91%), and
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Figure 1: Participants’ familiarity with various IT security
and privacy terms as aggregated percentages by country and
by non-WEIRD (NW.) and WEIRD (W.) countries (Q6).

Mexico represents the low end (76% and 73%, respectively).
For “data leak” and “identity theft,” Poland represents the high
end (91%), and Saudi Arabia represents the low end (75%
and 70%, respectively). Sweden, USA, and South Africa had
over 90% familiarity for “identity theft.”

For “incognito mode” and “VPN,” we also observed high
familiarity rates across the 12 countries (roughly between
60% and 85%), although the average familiarity rates were
slightly lower compared to the terms above. For “incognito
mode,” participants in China continued to have the highest
familiarity rate. Participants from Saudia Arabia and South
Africa were the most familiar with VPN (82%). By contrast,
participants from Germany were the least familiar with both
terms (66% and 62%, respectively).

Mixed familiarity with terms related to scams and authen-
tication. For some other terms, we observed mixed self-
reported familiarity across countries, ranging from roughly
40% to 80%. These terms center around scams and authenti-
cation, including “biometric authentication,” “phishing,” “ran-
somware,” “romance scam,” and “two-factor authentication.”
For the two terms related to authentication (biometric authen-
tication and 2FA), participants in India reported the highest
familiarity for both terms (84% and 79%, respectively). In
contrast, participants in Sweden and Mexico were the least
familiar with these terms (40% and 42%, respectively). For
“phishing,” “ransomware,” and “romance scam” – which all
revolve around scam schemes – participants in China reported
the highest familiarity, whereas participants in Mexico, Ger-
many, and Poland were the least familiar with these terms.

Universally low familiarity with encryption, spear phish-
ing, and Tor. We also observed interesting differences for
variances related to a given term. For instance, while the
familiarity rate for “hard drive encryption” is decent (above
50% for all countries), “end-to-end encryption” and “trans-
port encryption” were lesser known to participants in some
countries. Only about a quarter of participants in Sweden
were familiar with these two terms. Similarly, while the aver-
age familiarity rate for “phishing” was high, the term “spear
phishing” (i.e., social engineering attacks targeting specific in-
dividuals rather than general phishing attempts toward masses
of people) did not ring a bell to participants in most countries.
“Tor”, short for “The Onion Router”, was the least familiar
term across all countries, with the familiarity rate below 50%
for all countries. The familiarity rate was somewhat higher in
China (49%) and India (46%), whereas participants in the US
and Europe remained largely unfamiliar with this term.

Higher familiarity with terms among non-WEIRD partic-
ipants. We found significant differences in familiarity rates
between WEIRD versus non-WEIRD countries for 14 out of
the 17 terms. “Malware”, “two-factor authentication,” and “ad
blocker” were the only three exceptions where no significant
differences between WEIRD versus non-WEIRD countries
were found. While the WEIRD parameters (especially educa-
tion) might suggest that people in WEIRD countries would
be more knowledgeable about these terms, counterintuitively,
our non-WEIRD participants reported higher familiarity rates
for most of the terms where significant differences emerge,
such as “spear phishing” (52% NW; 31% W), “end-to-end
encryption” (72%NW; 50% W),“transport encryption” (53%
NW; 38% W), and “Tor” (37% NW; 28% W).

4.2 Perceived Importance of Data Types
Since perceived information sensitivity is central to security
and privacy behaviors in different contexts [105], we asked
participants to assess the importance of protecting 15 various
data types using a 5-point scale (1–not important to 5–very
important). Figure 2 gives an overview of our findings.

High perceived importance for most data types. All data
types were rated as important to protect by participants across
all the countries (M>3.5). Moreover, passwords, bank ac-
count details, ID cards, and biometric data were unanimously
perceived as “very” important to protect (M>4.5). All the
other data types were, on average, rated as “quite a bit” im-
portant to protect (M>4.0).

That said, there were a few data types that were perceived as
less important relatively, with a mean lower than “quite a bit”
important to protect in at least one country. For instance, both
delivery notes & invoices and full name were rated between
“moderately” and “quite a bit” important to protect in five
countries. Location and movement data were perceived as
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Figure 2: Participants’ perceived importance of protecting dif-
ferent data types on a scale from 1 (not important to protect) to
5 (very important to protect) by country and by non-WEIRD
(NW.) and WEIRD (W.) countries (Q21).

less important in three countries, namely Sweden (M=3.46),
Germany (M=3.83), and the UK (M=3.98).

Lower perceived importance of data types among Swedish
participants. Interestingly, Sweden stands out as an outlier
in our cross-country comparisons, as Swedish participants
rated their data as less worthy of protection consistently across
different data types compared to other countries. For instance,
Swedish participants gave the lowest rating for full name,
location and movement data, and salary/earnings (M≈3.5
for all three). We suspect that this finding might be partly due
to the fact that the Swedish Tax Agency (Skatteverket) makes
such data accessible as public information, so that Swedish
citizens might deem their self-protection futile or trust their
government’s protection of such data.

Higher perceived importance among non-WEIRD coun-
tries. We found significant differences between WEIRD and
non-WEIRD countries for the perceived importance of 10 out
of 15 data types. The five data types that were perceived simi-
larly across the board were ID cards, insurance documents,
bank details, health data, and passwords. Non-WEIRD par-
ticipants attached higher importance to more data types than
WEIRD participants, although the size of the difference for
most comparisons was quite small. The starkest differences
were found for full name (MNW=4.27; MW=3.92) and loca-
tion and movement data (MNW=4.41; MW=3.97).

4.3 Possible Attackers

As individuals’ S&P perceptions are subject to social influ-
ences [126], we assessed participants’ perceptions of the like-
lihood that various groups or entities can pose a risk to their
digital security, using a 5-point scale (1–not likely to 5–very
likely). Figure 3 gives an overview of our findings.

Lower risk perceptions toward social circles. Groups
closer to one’s social circles, such as family members, were
less likely to be perceived as a threat than groups out-
side one’s social circles, such as private sector companies.
Across all countries (except India), family members were
viewed as posing minimal risk to participants’ digital security
(1.66<M<2.79). The lowest mean value came from German
and Swedish participants, while the highest mean value came
from Indian participants. Participants across all countries also
had lower risk perceptions toward friends/acquaintances and
work colleagues who are other components of one’s social
circle, with a slightly higher upper bound, both from India
(M=2.99 and M=3.12, respectively). We relate the higher
risk perceptions from Indian participants to the broader litera-
ture on device sharing being a common practice in South Asia,
making privacy a not readily available concept, especially for
women and lower-income groups [54, 64, 79, 101].

Higher risk perceptions toward criminals and hackers.
Criminals and hackers were rated as the most explicit attack-
ers by participants across all countries; the mean values show
that they are between “moderately” and “quite a bit” likely
to become attackers (3.11<M<3.94), with no differentiation
between the two concepts. Officials in the participants’ own
country, officials in other countries, and private sector com-
panies were at the intermediate layer between participants’
inner social circles and explicit attackers, as they were rated
as moderately likely to pose a risk (2.32<M<3.32).

Higher risk perceptions of possible attackers among non-
WEIRD countries. We found significant differences be-
tween WEIRD versus non-WEIRD participants for the risk
perceptions of all possible attackers. Non-WEIRD partic-
ipants consistently had higher risk perceptions toward all
groups, and the differences were not only significant but also
more sizeable. The WEIRD versus non-WEIRD differences
were pronounced for groups that belong to participants’ in-
ner social circles, including family members (MNW=2.39;
MW=1.80), friends/acquaintances (MNW=2.73; MW=1.99),
and colleagues (MNW=2.90; MW=2.1).

4.4 Prior Experiences with Cybercrime

As prior experience with cybercrime or negative incidents is
a significant driver of adopting S&P measures [89, 130], we
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Figure 3: Participants’ perceived likelihood that various
groups pose a risk to their digital security, on a scale from 1
(not likely a risk) to 5 (very likely a risk) by country and by
non-WEIRD (NW.) and WEIRD (W.) countries (Q22).

asked participants whether they had been affected by nine dif-
ferent types of cybercrime: malware, phishing, ransomware,
cyberbullying, fraud with only shopping, external access to an
online account, cyberstalking, data abuse, and romance/love
scams. Figure 4 gives an overview of our findings.

Experiencing cybercrime was common. Except for the
UK (44%) and Germany (48%), more than half of the partici-
pants in all other countries reported having been affected by
one or more of the queried cybercrimes. All rates were higher
than those in the 2022 BSI survey [82], which drew responses
from a nationally representative sample in Germany and used
similar questions despite small differences.3

Higher rates for malware, lower rates for ransomware.
Malware stands out as the most commonly experienced type
of cybercrime, with substantial cross-country variances (22%–
58%). Other relatively more common cybercrimes include
data abuse (12%–49%) and online shopping fraud (14%–
44%). By contrast, ransomware was the least commonly
reported cybercrime among our participants (5%–18%), likely
because ransomware usually targets organizations rather than
individual users [80]. The other two types of cybercrime less
commonly experienced were cyberstalking (4%–27%) and
romance scams (5–26%).

Higher exposure to cybercrime among non-WEIRD par-
ticipants. For all nine types of cybercrime, we found sig-
nificant differences between WEIRD versus non-WEIRD par-
ticipants, with non-WEIRD participants consistently having
higher exposure rates. For instance, non-WEIRD participants
more commonly reported experiencing malware (52% NW;
38% W); malware exposure was reported by more than half
of the participants in China (51%), Mexico (58%), and Saudi

3The BSI study asked participants if they had been victims of cybercrimes
before presenting the specific crimes. In our survey, participants were directly
asked about specific crimes.

Arabia (55%). Non-WEIRD participants also reported con-
siderably higher exposure rates (10% of difference or more)
for cyberbullying (23% NW; 11% W), online shopping fraud
(35% NW; 20% W),unauthorized access to online accounts
(25% NW; 14% W, data abuse (36% NW; 18% W), and
romance scam (21% NW; 8% W).

Among the non-WEIRD countries, participants from China,
India, and Saudi Arabia reported higher exposure to cyber-
crime. China had the highest exposure rate for data abuse
(49%), India had the highest exposure rate for shopping fraud
(40%), and Saudi Arabia had the highest exposure rate for
cyberbullying (34%) and romance scams (26%). By con-
trast, the exposure rate to almost all types of cybercrime
(except malware) was consistently low among WEIRD coun-
tries, with a few exceptions. Shopping fraud was more com-
monly reported in Israel (24%) and the US (26%). Among
the WEIRD countries, Israel and the US also had the highest
exposure rate to cyberstalking and data abuse, respectively.
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Figure 4: Participants’ exposure rate to nine types of cyber-
crime by country and by non-WEIRD (NW) and WEIRD (W)
countries (Q7).

4.5 Information Sources

Considering the influence of expert advice on people’s S&P
practices [81,89,129], we asked participants to indicate where
they looked for information related to digital security from a
list of nine sources. Figure 5 gives an overview of our findings.

New media preferred over traditional media. Online
news and social media were frequently reported as sources
for learning about digital security information across all coun-
tries, with the highest adoption rates among Indian partici-
pants (75% and 73%, respectively) and the lowest adoption
rates among UK participants (34% and 17%, respectively).
By contrast, the adoption rate for traditional media (e.g., print
media, radio or podcasts, and TV) was much lower across all
countries. For instance, television served as an information
source for nearly half of Indian participants (43%) but was



less frequently used in most other countries, ranging from
15% in the UK to 36% in China.

Mixed popularity for human sources. Friends and fam-
ily, security experts, and authorities are examples of human
sources for learning about digital security. Among these
sources, we observed a mixed rate of popularity. For instance,
over half of Indian participants (61%) reported relying on
friends and family for learning about digital security, whereas
the rate dropped to between 30% to 40% for the remaining
countries (except 43% for Saudi Arabia). Between 17% and
47% of participants turned to security experts as an informa-
tion source. Consumer centers and authorities represent the
least utilized source in most countries (9% to 17%), except in
China (28%) and India (23%).

Higher adoption of information sources among non-
WEIRD participants. We found significant differences
between WEIRD versus non-WEIRD participants for all in-
formation sources we queried. From traditional media to
new media, and from authoritative figures to friends and fam-
ily, non-WEIRD participants consistently reported leaning
on these sources more often than WEIRD participants. The
differences were especially pronounced for online news (63%
NW; 42% W), social media (64% NW; 27% W), friends and
family (44% NW; 32% W), and security experts (43% NW;
27% W). Conversely, only 7% of non-WEIRD participants
reported not using any of the nine queried sources, whereas
the rate increased to 25% for WEIRD participants.
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Figure 5: Participants’ sources for seeking information on
digital security by country and by non-WEIRD (NW.) and
WEIRD (W.) countries (Q8). “No Source” was an exclusive
option, otherwise multiple selection was possible.

4.6 Adoption of Protective Measures
We asked participants to self-select which measures they have
taken for their digital security from a list of 14 items. Figure 6
gives an overview of our findings.

High adoption of anti-virus, updates, and backups.
Across all countries, participants reported high adoption rates
of anti-virus software (64%–80%) and updating the operating
system and other programs (47%–77%). The two backup
methods we queried were also relatively popular. The adop-
tion rates of disk-based backup (i.e., backing up on an external
hard drive) varied from 30% to 51%, whereas the adoption
rates of cloud-based backup (i.e., backing up to the cloud) had
a slightly lower average and larger variances, ranging from
19% to 54%. Notably, participants in South Africa, Sweden,
Mexico, and Israel preferred cloud-based backup, whereas
participants in other countries showed a higher inclination
towards disk-based backup.
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Figure 6: Percentage of participants by country and by non-
WEIRD (NW.) and WEIRD (W.) countries who reported tak-
ing specific S&P measures (Q20). “No Measures” was an
exclusive option; otherwise, multiple selection was possible.

Low adoption of PETs. The various privacy-enhancing
technologies (PETs) in our list generally received lower adop-
tion rates across all countries. The adoption rates for VPN
varied between 10% and 20% approximately for most coun-
tries, with India and South Africa being outliers (both 34%).
For anti-tracking tools, adoption rates were as low as 10%
(Israel and Italy) and as high as 26% (Saudi Arabia). The
Tor network was the least adopted measure, with the adoption
rate being between 2% and 5% for most countries. Saudi and
Indian participants reported slightly higher adoption rates for
Tor (8% and 11% respectively).

Different preferences for adopted measures between
WEIRD versus non-WEIRD participants. We found sig-
nificant differences between WEIRD versus non-WEIRD par-
ticipants for 12 out of 14 measures, with anti-virus and fire-
wall being the only two exceptions that were adopted across



the board. Different from our other findings, the differences
here went in both directions across WEIRD and non-WEIRD.

Non-WEIRD participants reported significantly higher
adoption rates for PETs, including VPN (24% NW; 19%
W), Tor (7% NW; 3% W), and anti-tracking tools (19% NW;
12% W), likely as workarounds against government surveil-
lance in authoritarian regimes. Non-WEIRD participants
were also more proactive at doing data backups, including
both disk-based (47% NW; 37% W) and cloud-based (47%
NW; 31% W) backups. For WEIRD participants, their pre-
ferred measures revolved around updates (65% NW; 70% W)
and two-factor authentication (38% NW; 42% W).

5 Discussion

We investigate how digital security perceptions and prac-
tices vary within and across seven WEIRD and five non-
WEIRD countries through a large-scale cross-country survey
(N=12,351). Non-WEIRD participants reported higher famil-
iarity with S&P terms, had higher risk perceptions of sensitive
information types and possible attackers, adopted more in-
formation sources, but also experienced more cybercrimes.
Below, we situate our key findings in prior work, interpret
the WEIRD versus non-WEIRD differences, provide our re-
flections on operationalizing the WEIRD framework, and end
with practical recommendations.

5.1 Situating Findings in Related Work

Comparisons with prior cross-country studies. We pro-
vide a detailed comparison between findings from our study
and those from prior cross-country studies on similar topics
in Table 3. Several studies have covered similar dimensions,
especially on trust and safety issues (related to Section 4.4
on prior experience with cybercrime) and security behaviors
(related to Section 4.6 on adopted measures). However, to
our knowledge, we are the first to quantify the cross-country
variances for familiarity with terms, possible attackers, and
information sources, building on prior qualitative [55,88] and
quantitative studies done in a single country [89].

It is also worth noting that even within the same dimension,
the specific constructs often differ. For instance, Schoenebeck
et al. examined perceptions of harms and remedies about
online harassment broadly [104], whereas our study focuses
on experiences with specific instances such as cyberbully-
ing. Our study captured participants’ perceived importance
regarding 15 various data types, whereas Sharma et al. contex-
tualized such perceptions in the context of COVID-19 contact
tracing apps [108]. As such, our study provides complemen-
tary insights, but the construct-level differences also mean
that the comparisons must be made with caution since many
of the findings are not entirely comparable.

Novel insights enabled by the WEIRD versus non-WEIRD
comparisons. While the WEIRD framework has various
limitations — as we discuss more in Section 5.3 — it provides
a structured way for identifying and interpreting cross-country
variances meaningfully. Compared to prior work that clus-
tered countries based on Western versus non-Western [43],
geographic location (e.g., identifying Asian or European coun-
tries as outliers) [41,103], or used one country as the baseline
for all pairwise comparisons [43, 104], the WEIRD versus
non-WEIRD comparisons provide a more nuanced poten-
tial explanation for observed cross-country variances: factors
such as a country’s economy and system of governance also
matter, in addition to where it is physically located.

Crucially, the WEIRD versus non-WEIRD comparisons
do not take away the utility enabled by per-country analy-
sis or pairwise country-level comparisons, which can still be
derived from our descriptive statistics. For example, regard-
ing device locking behavior, our study confirms the finding
from Harbach et al. [35] that US participants less commonly
adopted this measure, but the WEIRD versus non-WEIRD
comparisons enabled us to identify that this measure was
more commonly adopted among non-WEIRD participants.

Antivirus and updates remain popular protective mea-
sures. Beyond the WEIRD versus non-WEIRD compar-
isons, our study also identifies several universal patterns
across most participants in ways that confirm, contrast, or
add more nuances to prior work. As our participants reported
being fairly involved in taking measures for protecting their
digital security — all (98% NW; 96%W) reported taking at
least one of the 14 queried measures — the most popular ones
remain largely the same compared to prior work. Regular
updates and the use of antivirus software were the top two
adopted measures in our sample, used by at least 60% partic-
ipants across WEIRD and non-WEIRD countries, and they
were also among the most popular in several prior studies with
US-based crowdworkers [13,53,130]. Measures related to de-
vice locking were also relatively popular in our sample (56%
NW; 52% W), although the rates showed a small decline com-
pared to Harbach et al. ’s 2016 study with a different set of
countries [35], likely because we inquired about a broader set
of devices beyond smartphones. Notably, the average backup
rates in our study were much higher than those reported in
previous studies with US participants only [123,127]. We also
observe a similar trend as in Zou et al. [130]: the more popu-
lar measures can either be fully automated (such as antivirus
software and ad blockers) or at least require limited user inter-
actions (such as updates). Updates were the only exception.
By contrast, PETs with more demanding setups (such as Tor
and VPN) had low adoption rates across all countries.

Friends and family as both information sources and pos-
sible attackers. Another main finding across our WEIRD
and non-WEIRD participants is the perception of dual roles



Table 3: Finding comparisons with prior cross-country studies on related topics.

Dimension Topic Year Ref. Countries Prior Work Key Findings Our Key Findings

Sec. Priv. Saf.

✓ Smartphone
locking

2016 [35] Australia, Canada,
Germany, Italy,
Japan, Nether-
lands, UK, USA

Users in most non-US countries were more
likely to lock their screen; Japanese users con-
sidered smartphone content more sensitive, but
also perceived locking to be inconvenient.

Device locking behavior (laptop, smartphone,
tablet) was more common among non-WEIRD par-
ticipants. US participants less commonly reported
doing this than most other countries.

✓ Security
behavior

2017 [103] China, France,
Japan, Russia,
South Korea,
UAE, USA

Participants from Asian countries, especially
Japan, exhibited less secure behavior (mea-
sured by SeBIS).

Focusing on a broader set of behaviors than SeBIS,
we found WEIRD and non-WEIRD participants
had different tastes for protective measures. We
also measured actual adoption rather than intention.

✓ Account
security

2019 [88] Brazil, Germany,
USA, India, Viet-
nam

Participants in the five countries shared a com-
mon process in responding to suspicious login
attempts for their Facebook accounts: incident
awareness, mental model generation, and be-
havioral response.

Non-WEIRD participants more commonly experi-
enced unauthorized access to online accounts. We
did not examine users’ qualitative mental models
toward suspicious logins.

✓ Contact
tracing

2021 [108] 27 countries Users from the Global South were more com-
fortable sharing personal information and loca-
tion data for contact tracing; Global North and
Global South users converged on the motiva-
tion of using the apps and trusted non-profits.

Non-WEIRD participants attached more impor-
tance to various data types in general – which
somewhat contradicts findings in Sharma et al. –
although we did not focus on contact tracing.

✓ ✓ S&P mis-
conceptions

2023 [43] 12 countries Higher misconceptions were found among
non-Western countries (China, India, Mexico,
Saudi Arabia, South Africa) compared to West-
ern countries.

Our study was drawn from the same dataset, but the
analysis used a completely different portion of the
dataset. We also added the new WEIRD versus non-
WEIRD comparisons rather than pairwise country-
level comparisons with a fixed baseline.

✓ Online
harassment

2023 [104] 14 countries Compared to the US, participants from all
other countries exhibited higher perceptions
of harms (especially insults, rumors, and harm
to family reputation).

Related to online harassment, we examined partici-
pants’ prior experience with cyberbullying. Non-
WEIRD participants reported experiencing more
cyberbullying than WEIRD participants.

✓ ✓ S&P
practices

2023 [116] The Philippines,
Brazil, India,
Egypt, and Nige-
ria

The study examined respondents’ knowledge
of and attitude toward 14 S&P features (e.g.,
clearing browser history, password manager,
and 2FA). No quantitative cross-country com-
parisons were made due to the study’s qualita-
tive nature.

Our study shared some overlap regarding the con-
structs for familiarity with terms and adopted pro-
tective measures. By comparison, we expanded
the scope of included countries and quantified the
cross-country differences. E.g., for 2FA, we found
that WEIRD participants were more familiar with
the term and more commonly adopted the measure.

✓ Artificial
intelligence

2023 [57] 10 countries US participants expressed stronger privacy con-
cerns surrounding AI, while China, Russia,
and Japan are outliers where respondents re-
ported lower privacy concerns.

Our study did not focus on AI or privacy concerns.

✓ Smart home 2024 [23] Germany, Mexico,
UK, USA

Participants in Germany showed the most con-
cern; participants in the US and Mexico were
more likely to take precautions.

Our study did not focus on concerns or precautions
related to smart homes.

✓ Sextortion 2024 [41] 10 countries Victimization was most common in the US,
Australia, Mexico, and South Korea, and least
common in Europe. Perpetration was common
in South Korea, and least common in Belgium,
Netherlands, Poland, and Spain.

Related to sextortion, we inquired participants’ fa-
miliarity and prior experience with romance scams.
Non-WEIRD participants were more familiar with
the term and had more exposure. The highest expo-
sure rates were in Saudi Arabia and South Africa.

played by friends and family. While participants turned to
friends and family to obtain information about digital security
(42% NW; 32% W), friends and family were also perceived
as somewhat likely attackers to their own digital security
(MNW=2.39, MW=1.80 for family members; MNW=2.73,
MW=1.99 for friends or acquaintances). This connects the
dots from prior work that individually shows the positive in-
fluence coming from friends and family on people’s security
attitudes and behaviors [22, 22, 76, 86, 86, 89, 126], as well as
potential threats from social circles, e.g., in account and de-
vice sharing [72, 74] and intimate partner surveillance [115].

5.2 WEIRD versus Non-WEIRD Differences
Our study contributes the following key insights on how
WEIRD versus non-WEIRD participants differed in their per-
ceptions and behaviors related to digital security:
• Non-WEIRD participants reported being more familiar with

most of the S&P technical terms we queried (14 out of 17).

• Non-WEIRD participants attached more importance to var-
ious data types; with significant but small differences.

• Non-WEIRD participants had higher risk perceptions
for possible attackers, particularly for family members,
friends/acquaintances, and colleagues.

• Non-WEIRD participants reported higher exposure across
all nine types of cybercrime.



• Non-WEIRD participants reported higher adoption of infor-
mation sources across different media and human sources.

• WEIRD and non-WEIRD participants exhibited different
rates of adoption for protective measures. However, no
group had significantly higher adoption rates than the other.

Some of these findings need to be contextualized further
in the construct design and sample. For example, a surpris-
ing finding is that non-WEIRD participants reported higher
familiarity with most S&P terms we queried, despite WEIRD
countries’ edge on the average educational level. Neverthe-
less, most of these differences are significant but small in size
(e.g., 1% for “malware” and “ad blocker”).

Additionally, our online survey likely sampled more edu-
cated and tech-savvy participants from non-WEIRD countries
compared to the general population, as they had similar de-
vice usage rates and higher smart home usage rates than our
WEIRD participants (see Table 2 and Table 4) Moreover,
self-reported familiarity with a term does not guarantee cor-
rect mental models or appropriate usage of corresponding
tools [43, 63, 122]. Taking this into account, our study does
not directly contradict, but rather adds more nuances, to prior
work that has found non-Western participants to exhibit more
misconceptions [43] and less secure behaviors [103]. At the
same time, our robustness check results (see Table 7) show
that for most participants who reported experience with a cer-
tain cybercrime or adoption of a certain tool, they had at least
a basic level of familiarity with the stated term.

While the familiarity gap can be contextualized, the gen-
eral trend we observe across the WEIRD versus non-WEIRD
differences is that non-WEIRD participants were more aware
of potential digital security risks, more proactive in seeking
information, but also more exposed. Non-WEIRD partici-
pants viewed the various information types as more worthy of
protection and were more likely to perceive other people (par-
ticularly those from inner social circles) as possible attackers.
Meanwhile, and unfortunately, non-WEIRD participants were
also more affected by all nine types of cybercrimes.

5.3 Reflections on the WEIRD Framework

Our analysis is largely inspired by Hasegawa et al. , which
highlighted the alarmingly low representation of non-WEIRD
countries in usable security and privacy literature [36]. By op-
erationalizing the WEIRD framework in a large-scale online
survey, we empirically show that differences exist between
WEIRD and non-WEIRD countries across multiple attitudi-
nal and behavioral dimensions related to digital security, and
novel insights can be gleaned by expanding the scope of the
investigation to non-WEIRD countries.

The WEIRD concept was first introduced by Henrich et al.
to group countries in commonalities in measuring various psy-
chological perceptions and decision-making processes [40].
The original article has been cited over 16k times, and the

application has extended to other domains, including evolu-
tion [7], archaeology [59], human-computer interaction [70],
and AI ethics [106]. Compared to other frameworks that at-
tempt to cluster countries (e.g., Global North versus Global
South, developing versus developed, and Western versus non-
Western), it also has a more granular classification system.

Nonetheless, just as any framework, this framework has its
own limitations. For instance, one of the dimensions within
WEIRD is Western versus non-Western, which is already
a contested topic. Huntington’s work [50] is a commonly
used classification, but it has also been criticized by politi-
cal science scholars who found contradictory empirical ev-
idence [14]. While the dimensions of WEIRD are fixed,
the specific sources and indices chosen across different stud-
ies to measure Western, Educated, Industrialized, Rich, and
Democratic can also differ, leading to potentially different
outcomes when classifying individual countries. Lastly, the
WEIRD framework is meant to be fluid for its implementa-
tion: as geopolitics and societies keep evolving, a country
can move between WEIRD versus non-WEIRD categories
over the span of just a few years, e.g., due to changes in elec-
tions and political environments. While transparency on the
specific indices and sources used to measure WEIRD helps
reproducibility — as we did in Section 3.2 — it also means
that researchers should pay attention to potential metric-level
differences when comparing different studies operationalizing
WEIRD and refrain from attaching a fixed label to individual
countries.

The fact that WEIRD operates at the country, rather than
individual, level also suggests opportunities for future work.
One direction could be re-analyzing our dataset by connecting
the dependent variables to individual-level sociodemographic
factors such as gender, age, and internet skills. Another direc-
tion could be replicating our results using cultural dimensions
— which are not explicitly covered by the WEIRD framework,
and also exhibit measurement variances across country versus
individual levels [29]. While we consider these analyses out
of the scope of this paper, we view them as important and
promising directions for future work.

5.4 Practical Recommendations

Align security advice with user behaviors. Prior work
has revealed substantial gaps between expert-recommended
practices and end-user behaviors [90–92, 130]. Our findings,
quantified in a large-scale cross-country survey, provide a few
concrete pointers for how to close the gap at scale. Partici-
pants were largely sticking to low-effort, automated protective
measures, reiterating the importance of making security- and
privacy-enhancing tools easy to use or, even better, integrating
the tools into users’ existing workflows to reduce manual ef-
fort. We have seen the trend in password research where more
recent work has shifted to encourage adoption by improv-
ing the user experience for password managers [49, 73] and

https://osf.io/4dkwe/
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passkeys [65]. Meanwhile, antivirus education remains a per-
sistent challenge for the security community: the adoption of
antivirus software remains high among non-expert users, even
though experts have long questioned its usefulness [13, 53].

Interrogate root causes of threat models around friends
and family. While our work statistically quantifies the dual
role of friends and family as both positive influencers and
potential threats, future work — ideally qualitative research
— is needed to uncover the root causes of such threat models.
For instance, prior qualitative work done with South Asian
women has provided valuable insights into why perceptions of
household members being possible threats occur — due to de-
vice sharing and the broader gender role expectations around
women that shape this practice [54, 64, 79, 101]. Prior work
in Bangladesh has identified employees working in repairing
sites could be viewed as another threat actor [3]. Interest-
ingly, the pattern is not restricted to non-WEIRD settings, as
Herbert et al. also identified the same pattern in their study
with four at-risk populations in Germany, a WEIRD coun-
try [42]. To better understand how the dual roles are tied
to the local social, cultural, and political landscapes, and to
avoid improper generalizations that ignore the vast diversity
within WEIRD or non-WEIRD clusters, we need in-depth
and context-specific inquiries. These insights and use cases
can feed into security awareness campaigns [9, 48, 58], as
existing efforts still primarily emphasize threats from hackers
and cybercriminals (rather than one’s close social circle).

Innovate channels for security education. Our finding that
non-WEIRD participants were more proactive at seeking in-
formation about security reflects the huge potential for future
work to tap into the specific news and social media platforms,
particularly in non-WEIRD countries, and understand their
roles in disseminating security knowledge as well as amplify-
ing harmful content. By contrast, existing security research on
media influence is still primarily based on Western contexts
and English-only analysis [28, 87, 125]. As examples that
head in this direction, recent work has started to explore how
Douyin, the twin of TikTok in China, has become a hotbed
for cybercrime learning [38] and pig butchering scams [33].
Other work has uncovered how cybercafe managers become
an information source for users in Kenya, providing crucial,
albeit sometimes inaccurate, advice on topics such as account
creation and password management [78]. While these sources
can be leveraged as innovative channels for security education
and triggers for positive behaviors, infrastructural limitations,
power politics, more collectivist norms around privacy can
introduce additional dynamics and challenges [34].

Invest more research and support for non-WEIRD popula-
tions. The co-existence of high awareness yet high exposure
underscores the need for more investigation and support for

non-WEIRD users. For instance, future work can bring in
observational data to mitigate potential biases related to self-
reported data. Incidents like malware could be overreported
due to misconceptions [31,111], e.g., when people take online
tracking as malware [75], whereas scams face the underreport-
ing problem [83], particularly in less affluent countries [47].
It is also possible that the gap between awareness and secure
behaviors comes from the stages after initial awareness is
acquired [11, 102]. Using the Security Learning Curve as a
guideline [45], more attention, resources, and efforts could
target the promotion of self-efficacy and embedding secure
behavior into everyday activities for non-WEIRD users. More-
over, as no one would be perfectly safe even with the best
self-defense mechanisms, we also need more interventions
that strengthen non-WEIRD users’ resilience and access to
information and support for recovery [47].

Ethics Considerations

Since our institution does not have an ethics or institutional
review board, we followed the best human subject research
practices in the Menlo Report [119] and data protection guide-
lines from the General Data Protection Regulation (GDPR).
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abide by the ICC/ESOMAR Code of Conduct, which sets
out ethical and professional obligations when conducting on-
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comply with GDPR guidelines for all participants surveyed.
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